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SUMMARY

| made this report to present the reverse engineering of event-based malware (and not in response to alerts from a security
software/ use case asked by a customer). This report includes findings and recommended actions (Details about the analysis given
in the annex). Analysis technics have been shared by the Kaspersky GReAT team [GReAT = Global Research & Analysis Team] .

FINDINGS

Attack Vector
For the samples analyzed, the infection vector is not known. According to the Sophos Lab researchers, one of the working theories
is that the attackers broke into a server through SSH protected with password authentication

e Computer Name: {Enter Device Name}

e |P Address: {Enter IP Address}

e Assigned User: {Enter User’s First name & Last name}

e Date & Time of Event: {Enter date/time event occurred}

e Last Seen Date/Time Stamp: {Enter the Last Logon Date/Time stamp}

Action / Infection Vector Comments

2022-nbr 4
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Indicator

This table shows what we know.

Present?

MD5 Hash

SHA 1 Hash

SHA 256 Hash

Infection Vector
Packer

Language
Malware/Family
Setup of the
program
Anti-Debug
Technique

Evasion Technique

File/DLL File

Kernel module
URL
cryptography
Process/
Suspicious API

Capabilities of the
program

bf1e5221203d595df2c2c444840fb715
b6eb82dd06b3484d7e8b95e51c4f28d6
fd4c26e8c6e1c40c6760ffae213d40da

5082fb03b05318bef35544b8d47edc6c711c0e10

682d6aeeaecb0233dc020430ae1af8cb01f76425f966a2947edd922a35ca895f
D220baldec19d8cb9ac2a371b5f20ba30eb35fcffcc1f5192250d03a029fd580

rrootkit_net_tcp_connecting_open bind and make a call to the same socket in order
to fix the source port for the socket. The source port of the TCP/UDP packet is used
to encode orders

/tmp/rrtkernel.ko

/usr/bin/snd_floppy

snd_floppy

RC4
tshd TinySHell, or 'tsh’,
backdoor which grants
remote command
execution, shell (PTY)
access, command
execution, and file transfer
capabilities over an
encrypted reverse or bind
connection.

The server listens on the port
2080.

Inbound connections from
1010, 2020, 6060, 7070,

backdoor

8080, 9999
2 The messages from the c2 are processed in this order: proto-tunnel-view
communications
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Behavior summary

The malicious packets enter through the HTTP port, then there are intercepted by a rootkit that redirect them to a backdoor
installed on the system.

Process Graph
[N/A] Template paragraph

Miter Attack Matrix
[N/A] Template paragraph
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RECOMMENDED ACTIONS

First, make sure all your computers are running updated security solution.

Possible Incident Response Steps

Vulnerability Comments

Malicious file(s) Possible Incident Response Steps:

1. Checkthe section for a list of infected files.

Check the web proxy for similar files or hashes [Yara could help to find related files]

Check the Next-Gen firewall for traffic to the malicious domain(s) and IP(s) address(es)

Check AV solution for hashes

Run additional AV scans on machines involved in isolated event

Speak with user to see if there is a reoccurring theme, such as a repeated site visited.

Determine if that computer has had any other triggered events from other security

products in the last 48 hours leading up to isolated event.

8. According to the zero-trust model ,remote administration services use
strongly encrypted protocols and only accept connections from authorized users or
locations.

9. Disable Power Shell in windows 10 via security policy for classic users or/and use
AppLocker to limit who can work with PowerShell.

10. Use a Micro-VM solution (such as HP Wolf Enterprise Security), to open the office
documents in Micro-VM.

NoubkwnN

Malicious e-mail Possible Incident Response Steps:

1. Check the email gateway for possible related emails.

2. Purge additional emails from environment if necessary.

3. Proactively block senders or indicators from coming into the environment again.
4. Educate affected end users on how to handle malicious emails.

5. Runadditional AV scans on machines involved inisolated event.

Malicious Software Possible Incident Response Steps:

1. Check the computer for additional unwanted software.

Check the computer for related vulnerabilities.

Check that the software is not installed on other computers in the environment.
Check the web proxy for other possible downloads.

Run additional AV scans on machines involved in isolated event

Speak with user to see if there is a reoccurring theme, such as a repeated site visited.
Determine if that computer has had any other triggered events from other security
products in the last 48 hours leading up to isolated event.

Nowv b wnN

Infected USB Drive Possible Incident Response Steps:

1. Check AV solution for hashes

2. Runadditional AV scans on machines involved inisolated event

3. Speak with user to see if there is a reoccurring theme, plugging in the removable
media to their home computer.

4. Determine if that computer has had any other triggered events from other security
products in the last 48 hours leading up to isolated event.

5. Educate end user on keeping the infected device out of work computer.

Formatting the removable media.

7. Controlling removable media connections.

o
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Specific test to detect the rootkit on an infected machine
e the open ports bound to localhost
e Looking at the list of loaded kernel modules
e Sending a packet with the correct source port

Yara-Rule

Element to write a Yara rule to detect this Linux Rootkit:

Assignment to this addr OFFFF880000000000 that references +24 (0x18)
The custom Yara rule could be added here.

SIEM Rule
[N/A] Template paragraph

Other possible detection and response rules
[N/A] Template paragraph
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REFERENCES

This report may contain information that is available on the Internet. For more information, please refer to the following websites:

Title URLs Date
‘Cloud Snooper’ Attack  SophosLabs : https://news.sophos.com/en-us/2020/02/25/cloud-snooper-attack- 25 feb 2020
Bypasses Firewall Sergei bypasses-firewall-security-measures/

Security Measures Shevchenko,
Timothy Easton
Cloud Snooper Attack  SophosLabs https://www.sophos.com/en-us/medialibrary/PDFs/technical-
Bypasses AWS Security papers/sophoslabs-cloud-snooper-report.pdf
Measures
Cloud Snooper Attack  David Bisson https://securityintelligence.com/news/cloud-snooper-attack-uses-innocent-
Uses Innocent-Looking looking-requests-to-bypass-firewall-rules/
Requests to Bypass
Firewall Rules
Attacks on Linux Yana Blachman https://www.venafi.com/blog/attacks-linux-servers-cloud-rise-ssh-
Servers in the Cloud— abusing-malware
The Rise of SSH-

Abusing Malware

o I Useful Resources I

ELF Executable Ange_Albertin | https://upload.wikimedia.org/wikipedia/commons/e/e4/ELF_Executable
and_Linkable_Format and_Linkable Format_diagram_by_Ange_Albertini.png
diagram
tsh Stanislaw https://github.com/creaktive/tsh
Pusep
creaktive
KernelMode.info — N/A https://vxug.fakedoma.in/archive/kernelmode-
Forum Archive info/viewtopic8a2e8a2e.html?t=4128
Understanding the \livekananda https://www.hitchhikersquidetolearning.com/2020/04/19/understanding-
Unix Stream Socket Holla the-unix-stream-socket-connection/
Connection

Linux Memory Cheat  (Gabrio Tognozzi | https://gabrio-tognozzi.medium.com/linux-memory-cheat-sheet-

Sheet 2c7454aale29 and
https://lists.linuxfoundation.org/pipermail/iommu/2019-
August/038333.html [Donald Buczek]
https://elixir.bootlin.com/linux/v4.5/source/include/linux/netfilter.h#L 87

CONTACT US

For additional assistance, please contact Natacha BAKIR.

e Phone number — On Demand
e Email address — alphabot42@tutanota.com
e GitHub — Alphabot42
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Annexes
Analyzing an Event Based Malware

Rootkit are rare on windows because:
e Windows rootkits pose many challenges for attackers such as admin privileges
e Any bug or programming error inside the Windows kernel can potentially take down the whole system with it
e Linux machine are generally less monitored than Windows one
e Linux machines generally don’t have security solutions installed and the Linux security market is less developed

The rootkit runs on the deepest layers of the operating system, it has capabilities not available in user-land malware. So, it has the
ability to hide activity from the user such as existence of files or network activity. That’s the reason why it can bypass security
measures

As ELF can’t run on windows, we won’t use the debugger, we’ll used only IDA Pro
Most of trojan used http and you may encounter homebrew communication such as the Lazarus forwarding utility

If you have to choose between PE and ELF, choose ELF, because the Linux one will contains symbols that will help to understand the
code. Ida pro knows all the structures and will add symbols. Most of the time, symbols are pretty much self-explanatory.

e Tryto recognize variants of open-source trojans glancing at the strings, the symbols and the functions

e Don't hesitate to Google functions

e |f time permitted keep reversing the open-source program to find potential modification made by the attacker, to
be able to track him.

e Analyze the network communications and try to resolve the arguments with IDA Pro

e Use IDA Pro comments and write down function names. If you put function names or addresses as comments, you
can jump to them by double clicking. Use IDA’s folder system for functions (create lots of folders and sort all those
functions neatly inside of them )

n Create folder with items.

Rename (7]

Copy CreC
Ctrle Shifte Ins
Del

CuleE

CtrioF

Ctrle ShiftF

2022-nbr 10
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Screenshot of the analysis

Reverse-engineer the first user-land component

Try to find which open-source malware it is derived from
e Explore the functions window, and the main function. Google functions to know more about it.

| S——
ol s =
mov dword ptr [esp+8], @ ; protocol
mov dword ptr [esp+4], 1 ; type
mov dword ptr [esp], 2 ; domain
call _socket
mov esi, eax
mov edi, 3
test eax, eax
js loc_8@4D7F7

Lfl
ol s =
mov [ebp+optval], 1
mov dword ptr [esp+18h], 4 ; optlen
lea eax, [ebp+optval]
mov [esp+@Ch], eax ; optval
mov dword ptr [esp+8], 2 ; optname
mov dword ptr [esp+4], 1 ; level
mov [esp], esi 3 +d
call _setsockopt
mov edi, 4
test eax, eax
is loc_8e4D7F7
{
I
mov [ebp+addr.sa_family], 2
mov word ptr [ebp+addr.sa_data], 8200
mov dword ptr [ebp+addr.sa_data+2], @
lea eax, [ebp+addr]
mov dword ptr [esp+8], 1@h ; len
mov [esp+4], eax 3 addr
mov [esp], esi ; fd
call _bind
mov edi, 5
test eax, eax
js loc_8@4D7F7
| —
mov dword ptr [esp+4], 5 ; n
mov [esp], esi 5'td
call _listen
mov edi, 6
test eax, eax
js loc_8@4D7F7
’“—h—— |
2022-nbr 11
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il s =
loc_8@4D695:
mov [ebp+optval], 18h
lea eax, [ebp+optval]
mov [esp+8], eax ; addr_len
mov [esp+4], edi 3 addr
mov [esp], esi ; fd
call _accept
mov ebx, eax
test eax, eax
js loc_8@4D7D2
J 1
 J
call _fork
test eax, eax
jns short loc_8@4D6CC
]
Y
i =]
mov [esp], ebx ; Td
call _close loc_s@4D6CC:
jmp short loc_8@4D692 test eax, eax
xchg ax, ax
jz short loc_8064D6F4
] 1
il s = "
mov dword ptr [esp+8], @ ; options
mowv dword ptr [esp+4], @ ; stat_lec| |loc_8@4D6F4:
mov [esp], eax 3 pid mov [esp], esi
call _waitpid call _close
mov [esp], ebx s fd lea esi, [esi+@]
call _close call _fork
jmp short loc_8@4D695 mov edi, 8
test eax, eax
js loc_8@4D7F7

Loua

; fd

1

loc_8@4D7F7

FIEE

mov dword ptr [esp], 3 ; seconds
call _alarm

mov eax, secret

mov [esp+4], eax ;3 src

mov esp], ebx ; fd

cmp eax, 1

jz short loc_8@4D75B

I 1
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File Edit Jump Sesrch View Debugger Lumina Options Windows Help
HH e 88 5 4 A @A ka2 e X > O O[Nodebuger v % @

: | I |

Library function [l Regular function Il Instruction | Data Ml Unexplored | External symbol Il Lumina function

[F] Functions 0 & x IDA View-A 8 © Hex View-1 & Structures 3l Enums B = Imports D & Exports

Function name o *

dword ptr [esp], 3 ; seconds
call _alarm N
mov  eax, secret o
[esp+d], eax  ; src -_:
, ebx ; fd 7

eax, 1

jz short loc_884D758

_start
call_gmon_start
__do_global_dtors_aux
frame_dummy
shal_starts
sha1_process loc_8@4D758B: ; seconds
aes_set key mov dword ptr [esp], @
aes_encrypt call alarm

aes_decrypt e
pel_recv_al
pel_send_all
shal_update

L

7

7

x

Fi

7

7

7

7

7

7

7

7

7

7

7

L lea  eax, [ebpvar_14]

L mov [esp+8], eax  ; int
; mov dword ptr [esp+4], offset message ; dest
mov esp], ebx L fd
£ shal_finish call |Eelpr]‘ecv msg
7] pel_send_msg pl o
){ pel_recv_msg jnz  short loc_804D789
F’

7

7

Fi

p’

7

7

k.

7

7

7

x

L

7

7

x

Fi

7

7

7

<

sha,run;‘uﬂl
tshd_put_fie L
tshd_get_file

pel_server_init

[ebp+var_14], 1
short loc_8@4D7Ae|

pel_dient_init
__lbe_csu_fini
__libe_csu_init

_1686_get_pc_thunk_bx
__do_global_ctors_aux

loc_8@4D7A8:
movzx  eax, dsimessage
al, 2

short loc_864D7C4

short loc_8@4D7D9

‘” ‘
Line 53 of 90

edi, ech 6
cmp al, 1 17| }
jnz short loc_884D7E7 1

. Graph overview O f x

0l

edi, eax
short loc_8@4D7E7

iz

) 1s19_tsh_mod/tshd.c at master - X |+ _ o X

0000571F ma

[ output <~ (@] O & nttps/github.com/mame82/1s19_tsh_mod/blob/master/tshd.c w @ ¥
Command ~MakeStril
Command "OpDecima] (J Admin 5 OpenCloud ‘& wiki ‘& 0OWiki [J Windows Intemals [ Malware Analysis [ Pentest (JOSINT @) A Red Teamer Plays w... » | € C O & nitps;//github.com/creaktive/tsh/blob/master/pel.h
Command "OpDecimal A
Command "OpDecimal [J Admin & openCioud ‘Z wiki ‘& 0o wiki (3 Windows Internals  [J Malware Analysis

O 5 = ) tsh/pel.h at master - creaktive/t X | +
i =

Command "OpDecimal

T ” § . . 12 #define PEL_BAD_MSG_LENGTH -4
Caching 'Functiong . mame82 Reworked Tiny SHell (anti redteam) Latest commit £9475¢d on Apr 10, 2019 ¥ History
Command "OpDecima] 13 #define PEL_CORRUPTED_DATA E]
Command "OpDecimal 14 #define PEL_UNDEFINED_ERROR -6
Command “OpDecimal s
Command "OpDecimal A 3 contributors % é = .
8051881: using gue 16  extern int pel_errno;
8051862: using gug 17
8051803: using guq - 18 int pel_client_init( int server, char *key );
Python 563 lines (382 sloc) | 9.75 KB Raw Blame [J Z
19 int pel_server_init( int client, char *key );
AU: idle Down 1 e 20
2 = Tiny SHell version 0.6 - server side, 21 int pel send msg( int sockfd, unsigned char *msg, int length );
3 * by Christophe Devine <devine@crd.net>: 22 int pel recv_msg( int sockfd, unsigned char *msg, int *length );

& It’s still interesting to keep reverse engineering the whole program, to verify if the attacker did not make any modification of
this tool. The reason for this is, it’s not going to be easy to cluster attacks based on usage of tsh because multiple threat actors
might be using it; however, if modifications were made to it, then suddenly you have a tool that is characteristic of a single group.
So, if you are able to identify exact modifications that were made to an opensource, then you will be able to still track a threat
actor, even though they are using something that come from the open source. At this point, we already have identified a backdoor

capability

2022-nbr 13
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How the communications with the attacker are established?
Glance at the network aspects.

) tsh/pelh at master - creaktive X ) GitHub - mame82/1s19_tsh_m X ) tsh/shd.c at n

--I ” _ &« > C Q8 https://github.com/creaktive/tsh/blob/master/tshd.c
[ Admin &2 OpenCloud & WiIKI & 00 Wiki [ Windows Intenals [ Malware Analysis ([
Enums 0 m Imports [x] Exports Pseudocode-A 109 iF( pid 1= 0 )
* 23 file = 2; e ¢
® 21 if ( setsid() >=8 ) 111 return( 8 );
25 { 112 }
® 2% optval = @; 113
® 27 for (i =0; i<=1023; optval = 1)
loc_804D5C0: ; fd 28 { 114 /* create a new session */
[esp], eax ® 20 close(i); 115
_close ® 30 i = optval + 1; . B
2ax, [ebpoptval] o } 116 if( setsid() < @)
1 ® 32 v6 = socket(2, 1, @); 117 {
® 33 file = 3; 118 perror("socket”);
- i if (ve>=0) 119 return( 2 );
® 36 optval = 1; 120 ¥
e 37 file = 4; 121
- ;2 zf ( setsockopt(ve, 1, 2, &optval, 4u) >= @ 122 /* close all file descriptors */
® 40 addr.sa_family = 2; 123
® 41 strepy(addr.sa_data, "\b "); 124 for( n = @; n < 1024; n++ )
® 42 addr.sa_data[3] = @; 125 ¢
® 43 *(_WORD *)&addr.sa_data[4] = @;
® a1 file = 5; 126 close( n );
® 45 if ( bind(ve, &sddr, @x18u) >= @ ) 127 b
46 {
® 47 file = 6; 128
® as if ( listen(vs, 5) >= @ ) 129 if (cb_host == NULL) {
49 { 130 /* create a socket */
® 50 while (1)
o { 131
® s2 while (1) 132 server = socket( AF_INET, SOCK STREAM, @ );
53 { 133
® 54 optval = 16; 5
® ss V7 = accept(ve, &11, (socklen t e S )
® ss if (vi<e) 135 {
® 57 return 7; 136 perror(”socket”);
® s va = fork(); :
® 59 if (V8 >=10) 137 return( 3 );
® so break; 138 }
® 61 close(v7); 139
® :; zf (e 140 /* bind the server on the port the client will connect to */
® 64 break; 141
® 65 waitpid(vs, @, @); 142 n=1;
mov [ebp+addr.sa_family], 2 ® 66 close(v7); o
mov. word ptr [ebp+addr.sa_data], 8200 67
oy dword ptr [ebp+addr.sa_data+2], © ® 68 close(v6); 144 ret = setsockopt( server, SOL_SOCKET, SO_REUSEADDR,
lea eax, [ebp+addr] - ® 69 v9 = fork(); 145 (void =) &n, sizeof( n ) );
mov. dword ptr [esp+8], 10h ; len e 70 file = 8; a5
mov [esp+4], eax 3 addr ® 71 if (va>=8) .
mov [esp], esi ; fd 72 { 147 if(ret <0 )
call  _bind ® 73 file = 9; 148 {
i 1y,
Py * % g 149 perron(“setsockopt®);
js 10:’M7F7 ® 76 alarm(3u); 150 return( 4 };
* 77 if ( pel_server_init(v7, secret) 151 1
78
® 79 alarm(8); 152
® 30 if ( pel_recv_msg(v7, &message, 153 server_addr.sin_family = AF_INET.
mov M"" ptr [e”"‘]‘ 3 81 { 154 server_addr.sin_port - htons( server_port };
mov [esp], esi E- 2Py .\ .
call _listen 0000SSF4 main-32 (804DSF4) 155 server_addr.sin_addr.s_addr = INADDR_ANY;
mov Edl., 6 < 156
:eSt six’ - _ - e 5 7 e
- P
158 sizeof( server_addr ) );

2022-nbr 14
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S 2= n— e S — _
|
* 2 file = 2;
* 2 if ( setsid() >= 9 )
25 {
® 2 optval = @3
::—““T:Z; ptval], 10h o ; for (i =@; i <= 1023; optval = 1 )
lea  eax, [ebptoptval] 2 .
mov [esp+8], eax  ; addr_len| : :; fl'_”f(:);, s
wov  [esp+d], edi  ; addr > i=optval +1;
— - o = socket(2, 1, );
o3 e=3;
* 34 if (ve>e0)
S {
® 3 optval = 1;
. 37 file = 45
e 35 if ( setsockopt(ve, 1, 2, 1, 4u) >= 0 )
39 {
® a0 sddr.sa_femily = 2;
* a
° @
.
® 4 file = 5;
® s if ( bind(v6, Baddr, 8x10u) >= @ )
46 {
. file = 6;
® a5 if ( listen(vé, 5) >= @ )
49
® s while (1)
51
. 52 while (1)
53
® 54 optval = 16;
* 55 v7 = accept(v
® 56 if (v <o)
* 57 return 7;
® ss v8 = fork();
® s if (Vom0 )
* s br
® 6
62
® 63
® 64
® & waitpid(v8, 0, @);
® 66 close(v7);
67
® 68 close(v5);
® 6 V3 = fork();
. 7 file = 8;
7 if (vwre0)
72 {
® 73 file » 9;
® 7 if (1o
MMW [esp], 3 ; seconds| o 72 { ——
eax, secret e 7 if ( pel_server_init(/7, secret) == 1
esphd’ 78
! ]:':' A ° 7 alarm(0);
® e Swessage, (id
81

« 5 c

QO B nhitpsy/github.com/creaktive/tsh/blob

D Admin @ OpenCloud ‘Z Wikl ‘Z 00Wiki [ Windows Internals [

89

12

14
15

nu7
18
19
120

122
123

125
126

128
129
130
131
132
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} else {
cb_host = optarg,

break;
default: /* ‘2 %/
usage(*argy);
break;

/* fork into background */

pid = fork();

if( pid < @)
{

return( 1 );

if( pid 1= 0 )
(

return( 8 );

/* create a new session */

if( setsid() < 8 )
{
percor("socket”);

return( 2 );
/* close all file descriptors */
for( n = 8; n < 1024; n4+ )
{

close( n );

}

1f (cb_host == NULL) {

/* create a socket */

server = socket( AF_INET, SOCK_STREAM, @ );
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mov edi, 1

test eax, eax
js loc_8@4D7F7

mov edi, @
test eax, eax
jnz loc_8@4D7F7

“Bind” means that the program is going to listen the connections.

e Glance at the structure of the address
IDA View-A [x] Stack of main 8 B
-00000038
-00000038 var_38 sockaddr ? N
-00000028 addr sockaddr ?
-20000018 optval dd ?
-00000014 var_14 dd 5 dup(?)
+00000000 s db 4 dup(?)
+00000004 r db 4 dup(?)
+20000008 argc dd ?
+0000000C argv dd ? ; offset
+00002010 envp dd ? ; offset
+00000014
+00000014 ; end of stack variables

edi, 2
eax, eax
loc_8@4D7F7

A J

[esp+4], eax

[ebp+addr.sa_family], 2
word ptr [ebp+addr.sa_data], 8200
dword ptr [ebp+addr.sa_data+2], @
eax, [ebp+addr]

dword ptr [esp+8], 1@h ; len

3 addr

H

2022-nbr
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IDA View-A Hex View-1 B @A Structures B
Name kadd t i f=Bx1@ 1i f_1e
sock r struc ; (sizeof=8x1@, align=8x2, co )
E1f32_Sym - o _‘.G'<RE=: 1'31?“:’I main/r
ELf32 Rel sa_family dw ? : main+CF/w
E1f32_Dyn sa_data db 14 dup(?) - main+D5/w
E1f32_Dyn::$A263394DDF3EC B
E1f32_Verneed 00000010 sockaddr ends
E1f32_vernaux @o0ee010
fd_set
sockaddr
timeval

& Sockaddr is a big generic structure that can handle various types of sockets
As we know that we are analyzing a stream socket, we can “update” this structure with the “Y” hotkey . Indeed, Stream sockets
enable processes to communicate using TCP.

sockaddr ?

sockaddr ?

dd ?

dd 5 dup(?)

db 4 dup(?)

db 4 dup(?)

dd ?

dd ? ; offset
dd ? 5 offset

; end of stack variables

¥ Please enter astring X

Please enter the type dedaration |struct sockaddr addr ~]

Co ] e |

B =] Stack of main 1% (=]} Hex

sockaddr ?

sockaddr ?

dd ?

dd 5 dup(?)

db 4 dup(?)

db 4 dup(?)

18 argc dd ?

argv dd ? ; offset
3 envp dd ? ; offset

; end of stack variables

¥ Please enter a string

Please enter the type dedaration | struct sockaddr_in addr

Co ] e |

IDA View-A B8 Stack of main B [

sockaddr ?
sockaddr_in ?
dd ?

dd

wi

dup(2)
dup(?)
dup(?)

argv dd
5 envp dd

; offset

argc dd ?
?
? ; offset

; end of stack variables

Source : https://docs.microsoft.com/fr-fr/windows/win32/api/winsock/ns-winsock-sockaddr in

2022-nbr 17
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Before:

"oV [ebpeaddr.sa_family], 2
|mov word ptr [ebpeaddr.sa_data], 62¢@
sov dword ptr [ebpeaddr.sa_datasl], @

lea cax, [ebpeaddr]

.oV dword ptr [espsB], 18h ; len
ooV [esped], eax 3 addr

el ; fd

After

mov [ebp+addr.sin_family], 2

mov [ebp+addr.sin_port], 8200
mov [ebpt+addr.sin_addr.s_addr], @

lea eax, [ebptaddr]
mov dword ptr [esp+8], 18h ; len

mov [esp+4], eax ; addr
mov esp], esi ; fd
mov edi, 5

test eax, eax

is loc 8@4D7F7

Y
& The address is passed in network order and not in little-endian so the program is listening on the 2080 port
|l s

mov [ebp+addr.sin_family], 2
mov [ebp+addr.sin_port], 2008h ; port is passed in network rder and not in little-endian so 9x2008 = @x@828 = 2080
mov [ebptaddr.sin_addr.s_addr], @ ; adrless is @= listen on all interfaces

lea eax, [ebp+addr]
mov dword ptr [esp+8], 1@8h ; len

mov [esp+4], eax ; addr
mov esp], esi ; fd
mov edi, 5

test eax, eax

js loc_8e4D7F7

*_ll—

mov dword ptr [esp+4], 5 ; n
mov [esp], esi ; fd
call _listen
mov edi, 6
test eax, eax
js loc_8e4D7F7
Helpful |
Tisz

We see below another _fork call. In Linux, double forking is a way to deamonize a process, so that, if the parent dies, then
the child process will still keep running

2022-nbr 18
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eax, eax

dword ptr [esp], 3 ; seconds
call _alarm

mov eax, secret Ly
mov [esp+a], eax ; src
ebx ; fd

eax, 1
jz short loc_B@4D75B
1
L]

loc_8@4D758: ; seconds

mov dword ptr [esp], @

call _alarm

lea eax, [ebp+var_14]

mov [esp+8], eax ; int
dword ptr [esp+4], offset message ; dest
esp], ebx ; fd

eax, 1
jnz short loc_8@4D789

[ebptvar_14], 1
jz short loc_804D7A0

al, 2
jz short loc_B804D7C4

jz short loc_8@407D09

il s =

loc_8@4D7D9:

edi, eax
short loc_8@4D7E7

[esp], ebx
esi, [esi+@

Server Client
['Socket | [ Socket |

Send/ Send/
Recv Recv
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Reverse-engineer the second user-land component (snoopy client)
o Event-based logic malwares has non-linear execution flow based on callbacks, which makes the analysis
Remembe“' very challenging. xrefs just don't work @

° Linux Calling convention : RDI, RSI, RDX, RCX, r8, r9

The option_parse function

I

; Attributes: bp-based frame

argv, const char **envp)

; int _ cdecl main(int argc, const char
public main
main proc near

var_7@= qword ptr -7@h
var_68= gword ptr -68h
var_6@= qword ptr -6@h
var_58= dword ptr -58h

argv= gqword ptr -58h

argc= dword ptr -44h
main_framework= dword ptr -38h
rc= dword ptr -34h

; _ unwind {

push rbp

mov rbp, rsp

push ris

push ri4

push ri3

push ri2

push rbx

sub rsp, 48h

mov [rbp+argc], edi
mov [rbpt+argv], rsi
mov [rbptrc], @FFFFFFFFh

; prevent other instance of the program from running at the same time

mov [rbptrc], eax
cmp [rbp+rc], @
jnz loc_403873

rdx, [rbp+argv]
mov eax, [rbptargc]
mov rsi, rdx ; argv
mov edi, eax ; argc
call options_parse  ; c function te parse arg
mov [rbp+rc], eax
cmp [rbp+rc], @
jz short loc_4083746

loc_483746:

call kernel_load
call options_init
call do_daemon

call do_pidfile
call set_logger

call set_exit
call set_signal
call set_chdir
call _getpid

2022-nbr 20
Cloud Snooper Malware Analysis Report


https://www.youthvoices.live/category/writing-communication/poetry/i-remember/
https://creativecommons.org/licenses/by-sa/3.0/

Incident Response Threat Analysis for MalwareDissection.com

e =

; Attributes: static bp-based frame

options_parse proc near

argv= qword ptr -1Ceh

argc= dword ptr -1B4h
long_options= option ptr -1Beéh
options= byte ptr -38h

rc= dword ptr -18h

opt= dword ptr -14h

3 __unwind {

push rbp
mov rbp, rsp
push rbx

sub rsp, 1B8h

mov [rbp+argc], edi

mov [rbptargv], rsi

mov [rbptrc], @

mov [rbp+opt], @FFFFFFFFh

mov [rbp+options+8], @
lea rdx, [rbp+long_options]

mov eax, 36h ; '@’
mov rdi, rdx

mov rsi, rbx

mov rcx, rax

rep movsq

cmp [rbptarge], 1
jle short loc_403188

3 int _ cdecl options_parse(int argc, char **argv)

=

mov ebx, offset C_46_5001 ; = long options

mov dword ptr [rbp+options], ‘phd:' ; arg can come in 2 options, short and long
mov dword ptr [rbp+options+4], 'vt:

[rbp+rc], @FFFFFFFFh

Apply the correct structure [Alt+q]

.rodata:00000000004136C0
.rodata:00000000004138C8 C_46_5001:
.rodata:00000000004138C08 pop
.rodata: 00000000004136C1 cmp

00000000004138C4 db
0008000000413BC5 db
00000000004136C6 db
.rodata:00000000004138C7 db
.rodata:0000000000413B8C8 db
00000000004138C9 db

rodata : 00000000004135CA db
rodata :00000000004138CE db
rodata:0000000000413BCC db
.rodata:000006800084138CD db
.rodata:0000000000413BCE db
rodata :00000000004138CF db

2000000000413500 db
86000620064138D1 db
.rodata :0000000000413802 db
.rodata:00000000004138D3 db
00000000004138D4 db

rodata :00000000004138D5 db
rodata :00000000004138D6 db
rodata: 90000000004138D7 db
.rodata :00000000004138D8 db
.rodata:00000000004138D9 db
rodata : 00000000004 138DA db

0000000000413BD8 db

rodata :00000000004138DC db
.rodata:0eee0000004136DD db
.rodata :00000000004138DE db
rodata : 00000000004 138DF db

00000000004138E0 db
0000000000413BE1 db
0008000008413BE2 db
0000000000413BE3 db
00000000004136E4 db
0000000000413BES db
0000000000413BE6 db

rodata:00000000004136E7 db
.rodata:0000000000413BES db
.rodata:0000000000413BE9 db
.rodata:0000000000413BEA db
.rodata:00000000004138E6 db
rodata:0000000000413BEC db

0000000000413BED db

rodata : 00000000004136EE db
.rodata: 00000000004 13BEF db
.rodata: 00000000004 138F0 db
.rodata :0000000000413BF1 db

.rodata:00000000004138F2 db

.rodata:0000000000413862 aTunnel db "tunnel’,e
008000000413889 align 2@h

&

]
]
e
e
]
]
(-]
-]
]
]
(-]
e
]
]
]
-]

; DATA XREF: options_parse+4@to

eax, [rex+@]
-FOdAEA :0BGBBBAOBBALIBCL 3 -~~~ ===

[&] Choose a structure type m]
Name Size
&) Eif64_Sym 00000018
|A] Eifs4 Rela 00000018
[A] Eifs4_Dyn 00000010
|A] Elf64_Verneed 00000010
(A] Effe4 Vernaux 00000010
f winsi 00000008
[A] common_ctx 0000004C
(A] timespec 00000010
[A] view_pipe_conn_params 00000008
[A] view_pipe_netcallback_param 00000010
(A& in_addr 00000004
j view_proxy_hdr 0000004C
(A] fd_set 00000080
(/] view_shell_new_instance::$321A5B4A3DCE588FFCT .. 00000010
[&] va_list 00000018
\| rrootkit_byteorder_init::$596A3FOADFSFBASFFE151... 00000002
] rca_stat 00000108
[A] _pthread_unwind_buf_t 00000068
(] $F375244F0743F 14650406 1143CB89C02 00000048
[A] termios 0000003C
] input_event 00000018
[A] timeval 00000010
[A] sockaddr_in 00000010
[A] sigaction 00000098
| $A264F945DIIETTC42166FB517838D535 00000008
[A] _sigset_t 00000080
[A] addrinfo 00000030
[A] SocksSversion 00000007
[A] SocksSVersionACK 00000002
|A] Sockssauth 00000203
|A] SocksSAUthACK 00000002
[A] SockssReq 00000004
| SocksSReqACK 0000000A
1 uuid 00000010
Line 6 of 54
[ox ]| concel Search || Hep
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IDA View-A 8 @A Structures )] Hex View-1 B E
- .rodata:2000000000413B8B2 aTunnel db 'tunnel’,®@
- .rodata: 0600000000413B89 align 20h
* [> .rodata:oeeeeeeeees138Ce C_46 5001 dq offset aHelp ; name
.rodata:0000000000413BC0 ; DATA XREF: options_parse+407Tc
.rodata:0000000000413B(0 dd @ ; has_arg ; "help"
.rodata:2000000000413BC0 db 4 dup(@)
.rodata: 0000000000413BC0 dq i ; flag
.rodata:0000000000413B(0 dd 68h ; val
.rodata:0000000000413BC0 db 4 dup(@)
g .rodata:@000000000413BE0 db 62h ; b
= .rodata:0000000000413BE1 db 3Bh ; ;
2 .rodata:0020000000413BE2 db 41h ; A
s .rodata:0000000000413BE3 db )
. .rodata:2000000000413BE4 db )
- .rodata:0800000000413BE5 db @

* Why this 0 in red?

In the structure you can see Align=0x8 [alignment of 8] but in the middle you have padding bytes

IDA View-A @& Structures B O Hex View-1 3] Enums
lame Poeeseed ; Ins/Del : create/delete structure
beoeoeoe ; D/A/* : create structure member (data/ascii/array)

E1f64_sym 00200000 ; N : rename structure or structure member
Elf64_Rela oeoeeRe ; U : delete structure member

ELf64_Dyn ¥ BBBBABOB ; - - === == m == mmmm e oo
ELf64_Verneed 20200000

E1f64 Vernaux 00000000 option struc ; (sizeof=0x20, align=0x8, copyof_19)
option 0000RBEE ; XREF: .rodata:C_46_5001/r
A oe0e0e0e ; options_parse/r
winsize -

00000000 name dq ? ; offset

common_ctx 00000008 has_arg dd ?
timespec 2002008C db ? ; undefined

view_pipe_conn_params ©eeeeeeD db ? ; undefined
view_pipe_netcallback_param PO0BRROE db ? ; undefined

in addr BO000BEF db ? ; undefined

vi;n_proxy_hdr 00000010 flag dq ? ; offset

fd_set ggggggii - SE z defined

. . ? ; undefine
v:.ewTshcll_ncw_lnstunce::$821ASB4ABDC6588FFC729A50233AF61A 66600010 db ? ; undefined

va_list 00000B1E db ? 3 undefined
rrootkit_byteorder_init::$596A3F9ADFSFBASFFE1516E185F@49CE PPERRA1E db ? ; undefined

rc4_stat 80000028 option ends

__pthread_unwind_buf_t BBBBBB20

$F375244FB743F14650A061143CBB9C82

glpFul \

H
Tips s

Let’s improve the rendering, updating this structure. To do that, press D to change the data type
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W QBODOAOD § = nmmmmm om0 e

eooooe00
00000000 option struc ; (sizeof=0x28, align=0x8, copyof_19)
80000000 H
eoopoo00 3
00000000 name dq ? ; offset
00000008 has_arg dd ?
0200000C db ? ; undefined
00000000 db ? ; undefined
00000R0E db ? ; undefined
B000000F . — .
eeoeoale flag * Please confirm b4
00000013 val
8000001C 0 The current structure is just a copy of a local type.
80000010 If you edit it from the struct view, DA will sync the changes
0008081E back to the local type and will consider the type as manually defined
8008081F by the user. We recommend you to edit the local type instead
60000020 option of editing the structure. Do you want to continue?
00000020

[] Don't display this message again

ves [ mo ]

File Edit Jump Search @ View ' Debugger Lumina Options Windows Help

BE >R W 1 Quickview Ctrl+1 v| %l & B B
T '@ o [
EREE Disassembly
»
flochet :g, Proximity browser
?
Calculator... ? e dinp Structures B @
Full screen F11 Address details 20000000 ;
a8 Graph Overview 00000000 ;
8 Recent scripts Alt+F9 # Bports dars |
@ Database snapshot manager... Ctrl+Shift+T ¥ Imports v 00000000 ; ------
Names Shift+F4 00000000
&) + 00000000 opti
E P.{m fegment registers Ctrl+Space S S gem00 optid
i Printintemal flags F & swings Shift=F12 00000000
) 00000000 name
= Hide Ctrl+Numpad+- 8] Seqmenss e 00000008 has arg
hi 1+N 0000000C
+ Utw ide Ctrl+Numpad++ [ segment registers Shift+F8 0000000D
= Hideall Selectors 2000000E
4 Unhideall 0000000F
X Delete hidden range (7 signatures shet > bt
idden i [@ Type libraries Shift+F11
i i SO _ 720A5D23BAF61A it
| . S
e va_list [A] Structures Shift+F9 0000001E
text rrzotlt(i iz] Enumerations Shift+F10 POZEEIASFEIICE ©000001F
text FCa_Sta p— 00000020 option
_text _ pthre L2 Localtypes Shift+F1 00000020
text $F37524 Open local type definitions window
it Saietan |8=] Cross references
.text input_e [ Function calls
bext tinev;l
text Bookmarks Ctrl+Shift+M
text sockadd
:z ::g::: [ Notepad
text __sigse [&] Problems
-text addrinf Patched bytes Ctrl+Alt+P
Jtext CarleQ mm
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IDA View-A (] Structures o = Local Types B @ Hex View-1 B & Enums
Ordinal Name Size Sync  Description
1 ElIf64_Sym 00000018 Auto struct __ attribute__((aligned(8))) {unsigned __int32 st_name;unsigned __int8 st_infojunsigned __int3 st_other;unsigned __int16 st_shndx;unsigned __inté
2 Elf64_Rela 00000018 Auto struct {unsigned __int64 r_offset;unsigned __int64r_info;__int64 r_addend;}
3 Elfs4_Dyn 00000010 Auto struct {unsigned __int64 d_tag;unsigned __int64 d_un;}
4 Elf64_Verneed 00000010 Auto struct __attribute__((aligned(4))) {unsigned __int16 vn_version;unsigned __int16 vn_cnt;unsigned __int32 vn_file;unsigned __int32 vn_aux;unsigned __in
5 ElIf64_Vernaux 00000010 Auto struct __ attribute__ ((aligned(4))) {unsigned __int32 vna_hash;unsigned __int16 vna_flags;unsigned __int16 vna_other;unsigned __int32 vna_name;unsigr
6 size_t 00000008 typedef unsigned __int64
7 _off t 00000008 typedef _int64
8 _ off64.t 00000008 typedef __int64
9 __pid_t 00000004 typedefint
10 __ssize_t 00000008 typedef __inté4
11 _IO_FLLE 00000008 struct {int _flags;char *_I0_read_ptr;char *_10_read_end;char *_IO_read_base;char *_IO_write_base;char *_IO_write_ptr;char *_IO_write_end;char *
12 _IO_marker 00000018 struct __ attribute__((aligned(8))) {_I0_marker *_next; _I0_FILE * sbufiint _pos;}
13 _10_lock_t typedef void
14 ssize_t 00000008 typedef __ssize_t
15 pid_t 00000004 typedef __pid_t
16 uints_t 00000001 typedef unsigned __int3
uint16_t 00000002 typedef unsigned __int16

uint32_t 00000004 typedef unsigned int
option 00000020 Auto struct __attribute_((aligned onst char *name;int has_arg;int *flag;int val;}

20 $6BSFODEFDBAFACSF982F0... 00000004 enum : __int32 {RROOTKIT_PROTOCOL_UNKNOWN = 0x0,RROOTKIT_PROTOCOL_TC Insert... Ins

21 $979E289112500A 19EEETF .. 00000004 enum : _int32 {RROOTKIT_TUNNEL_NONE = 0x0,RROOTKIT_TUNNEL_SSH = 0x0,RR¢ 2,RRO
2 $C83CD083233C658462F 15.. 00000004 enum : _int32 {LOG_LEVEL_OFF = 0x0,LOG_LEVEL_FATAL = 0x1,L0G_LEVEL_ERROR Delete Del 5_LEVI
23 $8DSDAFBD2FTEIS15FD45... 00000004 enum : _int32 {OPTION_UNKNOVIN = 0xD, 0PTION_LOG_MODE = 0x1,0PTION L0G_ {1 CEd Chi+E 1=0x
24 $9301A0DAS18AD42E06F81... 00000004 enum : __int32 {NET_SOCK_STATE_UNKNOWN = 0x0,NET_SOCK_STATE_OPENED = 0: OSED
EE nt:t_l?ou:ﬁer 9999}9 Auto slruct Evoid:dgt.a;void.(‘c:ﬂbado(mnst char *, char, void #);} Copy Ctrl+C

Before:

ytion 00000020 : :

BOFODEFDBAFACOFS82F0... 00000004| W Please edit the type declaration X oL,

J79E2B9112690A19EEEIF... 00000004 RRI

“83CD083233C658462F15... 00000004/ |nffcet|size|struct  attribute ((aligned(8))) option D3

IDSD84FBD2F 7E1915FD45... 00000004 { - - E =

1301A0DA518AD42E06F81... 00000004 0008|0008| const char *name; ur

*t_notifier 00000010] |  gopgees has_arg;

omic_t 00000004| | ggipleees| int *flag;

ME13170E67ECE5D4AGET... 00000008 | | posloonal  int vals

13439294F 73AE3E21854C... 00000001 0020| };

JC96D015DOBE42C914543... 00000001 =7

buff 00000068 un:

nsize 00000008

time_t 00000008

nespec 00000010

hread_t 00000008

After:

', O Please edit the type declaration

Offset|Size| struct __attribute_ ((aligned(8))) option
' Boo0|eees const char *name;
' eeos|eees| _ int64 has_arg;
@@1e|eees| _ inte4 *flag;
' @018|@001| char val;
- 0020 };
2022-nbr 24
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Result:
IDA View-A 8 A Structures 8 = Local Types 08 © Hex View-1
N .rodata:@e00000000413BB2 aTunnel db "tunnel’,@
: .rodata: 0000000000413B89 align 2eh
> .rodata:@000000000413BC8 C_46_5001 option <offset aHelp, @, @, 68h>
.rodata:0000000000413BCO ; DATA XREF: options_parse+d4@to
.rodata:2200000000413BC0 ; "help”
: .rodata: 000000000041 3BE0 db 62h ; b
. .rodata:0000000000413BE1 db 3Bh ; ;
.rodata: 0900000000413BE2 db 41h ; A
: .rodata:@e@e0000ea413BE3 d e
.rodata: 000000000041 3BE4 db ]
- .rodata: 602000000041 3BES db ]
b e s« AAAAOAAAAMAA1 IDCCS Al [+

Let’s do it for all the structures here. Because, actually, this long option is a series of those structures, and it stops when you reach
the first null structure.

Press the * key to get the “convert to array” window

320413BCO C_46_5001 option <offset aHelp, @, @, 68h>

300413BCO ; DATA XREF: options_parse+4@to
390413BC0 ; "help”

300413BE0 db 62h ; b

398413BE1 db 38Bh ; ;

390413BE2 db 41h ; A

300413BE3 db e

;ggﬁg:g: :: g ‘ Convert to array X
308413BE6 db )

300413BE7 db @

it db | Startaddress : .rodata:0000000000413BC0

390413BE9 db @ | End address : .rodata:0000000000413D040

398413BEA db )

390413BEB db @ | Array elementsize : 32

00413BEC db @ | Maximal possible size: 12

308413BED db ) )

300413BEE do o TmcHImaa. :

390413BEF db @ | Suagested array size : 12

300413BF0 db e

300413BF1 db @/ Araysize | v|  (in elements)
300413BF2 db e

308413BF3 db @ | Itemson aline |0 VI (0-max)
mﬁgi: :g g Element print width |-1 v|  (-1one,0-auto)
¥00413BF6 db )

3090413BF7 db @ | Options Indexes

300413BF3 db 76h .

»00413BF9 db P [ Use "dup” construct Decimal

388413BFA db 8| [ signed elements Hexadecimal

300413BFB db @

300413BFC db o| []Diplayindexes Octal

300413BFE db e

308413BFF db )

300413C00 db 6Ah [ ox ] concal || hHeb |
3098413C01 db 38h 5—

3090413C02 db 41h ; A

Note that ID knows that the length of the array is 12. Press ok
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IDA View-A 8 @A Structures 8 = Local Types B Hex View
.rodata:0000000000413B82 aTunnel db 'tunnel’,@ ; DATA XREF: .rodata:C_46_5001lo
.rodata:0000000000413B89 align 26h
> .rodata:00000000004138C0 ( 46_5001 option <offset aHelp, @, 8, 68h>
.rodata:0000000000413BC0 ; DATA XREF: options_parse+48%o
.rodata:0000000000413B(C0 option <offset aVersion, @, 8, 76h> ; "help" ...
.rodata:2000000000413BC0 option <offset aDaemon_©, @, @, 64h>
.rodata:0800000000413B(0 option <offset aPidfile, 1, @, 3>
.rodata:0000000000413BC0 option <offset aProto, 1, @, 76h>
.rodata:0000000000413BC0 option <offset alLogMode, 1, 0, 1>
.rodata:0000000000413B(0 option <offset alLogLevel, 1, @, 2>
.rodata:0000000000413BC0O option <offset aServerAddr, 1, @, 4>
.rodata:0000000000413BC0 option <offset aServerPort, 1, @, 5>
.rodata:0000020000413BC0 option <offset aTimeout, 1, @, 6>
.rodata:0000000000413BC0 option <offset aTunnel, 1, @, 74h>
.rodata: 0000000000413BC0 option <©>
.rodata:0000000000413D40 aProcSysRrootki db '/proc/sys/rrootkit’,@
.rodata:0000000000413D40 ; DATA XREF: .data:g_kernel_interfacelo
radad s« AOAGAAGAAAATANERY + rFrAancd rhar aDemadcCh ]

And know the arguments are displayed properly
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Before:

rodata:@eeo0eeeeee4136(e C_46_5601

rodata: 0000000000413BC0
rodata:00000000004136C0
rodata:0000000000413BE@
rodata:0000000000413BE1
rodata: 00000000004 13BE2
rodata:@000000000413BE3
rodata:0000000000413BE4
rodata: 00000000004 13BES
rodata: 00000000004 13BE6
rodata:0000000000413BE7
rodata:00000000004136E8
rodata:00000000004136E9
rodata:0000080000413BEA
rodata: 00000000004 136E0
rodata: 00000000004 13BEC
rodata:0000000000413BED
rodata: 0000000000413BEE
rodata: 0000000004 13BEF
rodata:0000000000413BF0
rodata: 00000000004 13BF1
rodata:@0000000004138F2
rodata:0000000000413BF3
rodata:0000000000413B6F4
rodata: 00000000004 136F5
rodata:0000000000413BF6
rodata: 0000000000413BF7
rodata:0000000000413BF8
rodata:0000000000413BF9
rodata:0000000000413BFA
rodata:2000000000413BFB
rodata:@000000000413BFC
rodata:0000000000413BFD
rodata: 00000000004 13BFE
rodata:0000000000413BFF
rodata: 000000000413C00
rodata:0000000000413C01
rodata:0000000000413C02
rodata: 0000000000413C03
rodata:0000000000413C64
rodata:0000000000413C85
rodata: 9000000000413(06
rodata:0000000000413C87
rodata:@000000000413C08
rodata:8000000000413C09
rodata:0000000000413C0A
rodata:0000000000413CeB
rodata: 6000000080413C0C
rodata:0000000000413C0D
rodata:@000000000413C0E
rodata:0000000000413C0F
rodata:0000000000413C10
rodata:0000000000413C11
rodata:0000000000413C12
rodata:0000000000413C13
rodata:0000000000413C14
rodata:0000000000413C15
rodata:0000000000413C16
rodata:@000000000413C17
rodata:0000000000413C18
rodata:0000000000413C19
rodata:@000000000413C1A
rodata:0000000000413C18
rodata:0000000000413C1C
rodata:0000000000413C10
rodata: 0000000000413C1E
rodata:0000000000413C1F
rodata:0000000000413C20
rodata:0000000000413C21

option <ottset aHelp, @, @, 68h>
; DATA XREF: options_parse+48to
; "help”

db 62h ;

db 38h ;

db 41h ;

e o

db 7

a
o
@00®0@020@00@@0@0000@@00000@@

a
&
Bow
Eeg
522
B

a a
o o
@@00000§@0®®@®®00@0®@0®®0®000

a
o
~
-y
E

o

; switch 119 cases

After:

DA View-A 8 @ Structures [x] Local Types [x] H
.rodata:@ee0000006413682 aTunnel db ‘tunnel’,e ; DATA XREF: .rodata:C_46_50@1lo
.rodata: @eeee00000413889 align 2eh

> .rodata:00000000004138C0 C_46_5001 option <offset aHelp, @, 8, 68h>

.rodata : 000000000041 38C0
-rodata :00000000004138C0
.rodata:@0000000004138C0
.rodata:00000000004136C0
.rodata : 000000000041 35C0
.rodata:0e000000004138C0
.rodata:@0000000004138C0
.rodata:00000000004138C0
.rodata:0000000000413BC0
.rodata:0e000000004138C0
.rodata:@0000000004138(0
.rodata:@e000000004138C0
.rodata:0000000000413D40
.rodata:@000000000413D40
.rodata:@00e000000413053
.rodata:0000000000413053

; DATA XREF: options_parse+40to
option <offset aversion, @, @, 76h> ; “"help” ...
option <offset aDaemon_e, @, @, G64h>
option <offset aPidfile, 1, @, 3>
option <offset aProto, 1, @, 78h>
option <offset alLogMode, 1, @, 1>
option <offset aLoglevel, 1, o, 2>
option <offset aServerAddr, 1, @, 4>
option <offset aServerpPort, 1, @, 5>
option <offset aTimeout, 1, @, 6>
option <offset aTunnel, 1, @, 74h>
ption <@>
aProcSysRrootki db '/proc/sys/rrootkit’,e
; DATA XREF: .data:g_kernel_interfacelo

; const char aRmmods|[]

aRmmodS db "rmmod %s',0 ; DATA XREF: kernel_unload+38to

.rodata:@000000000413D5C aRrtkernelKo db "rrtkernel.ko',@ ; DATA XREF: kernel_unload+39to
.rodata:0000000000413D5C ; kernel_release+133to
.rodata:0000000808413D69 ; const char alnsmodS2DevNull[]

.rodata 3069 all db ‘insmod %s 2»/dev/null’,@

.rodata:2000000008413D69 ; DATA XREF: kernel_load_i+4@to
.rodata:0080800000413D7F ; const char path[]

.rodata:0000000000413D7F path db */proc/self/exe’,0 ; DATA XREF: kernel_release+€Bto

.rodata:0000000000413D8E
.rodata:0000000000413D90
.rodata:0000000000413090
.rodata:0000000008413D90
.rodata:0000000000413D87
.rodata:0000000000413D88
.rodata:0000000008413DB8
.rodata:0000000000413DB8
.rodata: 00000000004 130DF
.rodata: 90000000004 13DDF
-rodata :0000000000413DE7
-rodata :0000000000413DE8
.rodata:0000000000413DE8
.rodata : 000000000041 3DES
.rodata : 0000000000413 E0F
-rodata :0000000000413£10
.rodata:@000000000413£10
.rodata :0000000000413E10
.rodata:0000000000413E38
-rodata :0000000000413£38
.rodata:@0e0000000413E38
.rodata :0000000000413E48
.rodata:0000000000413E48
-rodata :0000000000413£48
.rodata:0000000000413E48
.rodata:0000000000413E5A
.rodata :0000000000413E60
.rodata:@000000000413E60
.rodata:0000000000413E60
.rodata : 000000000041 3E86
.rodata:0e00000000413E88
.rodata:@000000000413E88
.rodata:@e00000000413£88
.rodata:0000000000413EAE
.rodata:0000000000413E60
.rodata:0000000000413E60
.rodata:@e00000000413E60
.rodata:2000000008413EDS
.rodata 13EDS

align 16h
5 const char aSFailedToFindM[]
aSFailedToFindM db '%s: failed to find myself. count = %d.',0
; DATA XREF: kernel_release+A3to
align 8
5 const char aSFailedToOpenM[]
aSFailedToOpenM db '%s: failed to open myself. error = ¥s.',0
; DATA XREF: kernel_release+Féto
3 const char aTmpS[]
aTmpS db */tmp/%s’,8 ; DATA XREF: kernel_release+127to
al 8

; const char aSFailedToOpenk[]
asFailedToOpenk db ‘¥s: failed to open kernel. error = ¥s.',0
; DATA XREF: kernel_release+194to
align 1eh
; const char aSFailedTowrite[]
asFailedTowrite db "¥s: failed to write kernel. error = ¥s.',0
; DATA XREF: kernel_release+IDEto
; const char aSExitRcD[]
aSExitReD db '¥s: exit. rc = %d',04h,0
; DATA XREF: kernel_release+266To
3 Function-local static variable
; const char _func__ 4133[15]
__func__ 4133  db ‘kernel release’,®@ ; DATA XREF: kernel release+9tfo
; kernel_release+EFfo ...
align 2eh
; const char aControlTheNetw[]
aControlTheNetw db “control: the network node is timeout.',@
; DATA XREF: control net_callback+2lto
align 8
3 const char aFrameworkEnter[]
aFrameworkeEnter db ‘framework: enter into framework-loop.',@
; DATA XREF: framework_loop_run+Ffo
align 1eh
3 const char aFrameworkExitF[]
aFrameworkExitF db “framework: exit from framework-loop.®,@
; DATA XREF: framework loop_run+28to
; const char aFailedToInitNe[]

.rodata:0000000000413ED5
.rodata:0000000800413EE9
.rodata:0000000000413EE9
.rodata:0000000000413EE9
.rodata:0000000000413F00
.rodata:0000000000413F00

00013BCO 0000000000413BC0:

aFail db "failed to init net.’,@

; DATA XREF: framework_init+1Dfo
5 const char aFailedToInitTu[]
aFailedToInitTu db "failed to init tunnel.’,@

; DATA XREF: framework_init+44fo
5 const char aFailedToInitPr([]
aFailedToInitPr db "failed to init proto.',8

-rodata:C_4€_S001 (Synchronized with Hex View-1)

2022-nbr

Cloud Snooper Malware Analysis Report

27



Incident Response Threat Analysis for MalwareDissection.com

mov [rbp+options+8], @
lea rdx, [rbp+long options

mov eax, 36h ; '@’
mov rdi, rdx

mov rsi, rbx

mov rex, rax

rep movsq

cmp [rbp+argc], 1
jle short loc_4@318B

[rbptrc], OFFFFFFFFh|

loc_4@318B:

I —

cs:opterr@@GLIBC_2_2 5, @
loc_ae352F

i

ol s =

loc_4@8352F: ; longopts
lea rcx, [rbp+long options]
lea rdx, [rbp+options] ; shortopts
mov rbx, [rbpt+argv]

mov eax, [rbp+argc]

mov réd, @ 3 longind
mov rsi, rbx ; argv

mov edi, eax 3 arge
call _getopt_long

mov [rbp+opt], eax

cmp [rbptopt], @FFFFFFFFh

jnz loc_4@319A

J 1

¥
[l s =
mov eax, [rbp+opt]
mov rax, ds:jpt_4@31B6[rax*8]
jmp rax 3 switch jump

= |[]|

Lee——

So, this jump table is the giant switch case that it was created in function of arguments which have been detected

‘Jill Graph overview 0 & x
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IDA View-A B @ Structures [(xl=] Local Types oD B Hex View-1 o A Enums (x] Imports [x] Exports B

eax, [rbptopt]
mov. rax, ds:jpt_4@3186[rax*8]
jop rax 5 switch jump

- [l

; jumptable @@0000@0@8403186 case 1| |loc_4@325A: ; jumptable 00@P@EEERR4831B6 case 2| |loc_s03274: ; jumptable ©@@EAPOREE403166 case 5| [loc_403299: ; jumptable @@00000EER483186 case 4| |loc_403283:
rgB@GLIBC_2 2 5 mov rax, cs:optarg@@GLIBC_2 2 5 mov- rax, cs:optarg@@GLIBC 2 2 5 mov rax, cs:optarg@@GLIBC_2_2_5 mov rax, cs:
3 nptr mov rdi, rax 3 nptr mov rdi, rax 3 nptr mov rdi, rax ;< mov rdi, rax
call _atoi call _atoi call _inet_addr call _atoi
2, eax mov cs:g_log_level, eax movzx  eax, ax mov cs:g_server_addr, eax cdae
jmp loc_203529 mov edi, eax ; hostshart Smp loc_a@3529 csig_tim
call  _htons j loc_ae35
mov cs:g_server_port, ax

jmp loc_403529

| ____,

mov rax, cs:optarg@@GLIBC_2_2 5
104| [loc_s831C4: ; jumptable B@OEEEEEEE4831B6 case 118| |loc_4@31DA: ; jumptable 0EPEEERERR4031B6 case 108 |mov r8d, offset g_tunnel ; tunnel loc_403221:
mov cs:g_version, mov cs:g_daemen, @ mov. ecx, offset g_proto_2 ; proto [rbp+rc], @
mov [rbp+rc], OFFFFFFFFh Jmp loc_403529 mov edx, offset g_server_port ; port loc_403529
jmp loc_483529 mov esi, offset g_server_addr ; ipv4
mov rdi, rax ; optarg
mov [rbp+rc], eax

jmp loc_403529

The option_taddr_parse convert domain name into addr +port with ATOI. You can see the detail of this very simple function here.
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loc_4@331E:
mov rax, cs:optarg@@GLIBC_2_2_5
mov esi, offset s2 ; "tcp”
mov rdi, rax ; sl
call _stremp
test eax, eax
jnz short loc_483342
I 1
v
loc_483342:
mov rax, cs:optarg@@GLIBC_2_2_5
mov esi, offset audp ; “udp”
mov rdi, rax ; sl
call _strcmp
test eax, eax
jnz short loc_483366
] 1
v
W =
loc_4@3366:
mov rax, cs:stderr@@GLIBC_2_2_5
mov rdx, rax
I} mov eax, offset aErrorInvalidPa ; "[ERROR]: Invalid parameter for this opt”...
mov rcx, rdx ;s
mov edx, 35h ; 'S' ; n
mov esi, 1 ; size
mov rdi, rax ; ptr
call _fwrite
mov [rbp+rc], @FFFFFFFFh
jmp loc_483529
I
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loc_4@331E:
rax, cs:optarg@@GLIBC_2 2 5

mov esi, offset s2 ; "tcp”
mov rdi, rax ; sl
call _strcmp
test eax, eax
jnz short loc_483342

] 1

loc_4@3342:
mov rax, cs:optarg@@GLIBC 2 2 5
mov esi, offset aldp ; "udp”
mov rdi, rax ; sl
call _strcmp
test eax, eax
jnz short loc_4@3366
] 1
L
W=
loc_4@3366:
mov rax, cs:stderr@@GLIBC_2 2 5
mov rdx, rax
l} mov eax, offset aErrorInvalidPa ; "[ERROR]: Invalid parameter for this
mov rex, rdx ;S
mov edx, 35h ; 'S' ; n
mov esi, 1 ; size
mov rdi, rax ; ptr
call _fwrite
mov [rbp+rc], @FFFFFFFFh
jmp loc_403529
I

Hglpful \
Tips !

to remember tcp is 1 and udp is 2, create an enum [enum window->new enum then click the “n” key]

Before: After:
5 IDA View-A Structures 8 Enums
IDA View-A a ] Enums 8 EName ; Ins/Del/Ctrl-E: create/delete/edit enumeration 1
Name E: create/dele it enumeration types " ; N/Ctrl-N : create/edit a symbolic constant
: create/edit a symbolic constant proto_enum . : symbolic const
proto_enum e i b-l‘rt g tt y u : delete a symbolic constant )
: delete a symbolic constant s 300 : set a comment for the current it

: set a comment for the current item

; For bitfields the line prefixes display the bitn

FFFFFFFF ; enum proto_enum, mappedto_ 172

D Add enum member X

Enum: proto_enum

Name v]

value [0x0 v]
| ok | cancel Help

; enum proto_enum, mappedto 172

‘ Add enum member

Enum: proto_enum

Name | Tcp V]

value [1 v]
OK Cancel Help
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Result:
IDA View-A Structures B Enums B
Name : IquDelICt*L—E: c*eate{de}eteﬁedit ?hunE*aticn types
. 3 N/Ctrl-N : create/edit a symbolic constant
proto_enum ; U : delete a symbolic constant
; or : set a comment for the current item

; enum proto_enum, mappedto 172
TCP = 1
UDP | =2

Then go back to the graph view, select the ”1” representing tcp and press the “M” and choose our enum

Before:

After:

wﬁ ’ iﬁ ’ iw |ii|:é |

The same with g_tunnel:

L J

mov cs:g_tunnel, 1} |mov cs:g_tunnel, 2

jmp loc_483529

Name

proto_enum
tunnel_enum

L

mov cs:g_tunnel, dns

jmp loc_483529

F

cs:g_tunnel, @

loc_4083529 loc_483529

; XREF: Cpticnz_pa’;t-li;_.'s
; XREF: options_parse+235/s

; enum tunnel_enum, mappedto_173

none =0
dns =1
=2

Y

mov
jmp loc_483529

cs:g_tunnel, [one
loc_403529
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The option_taddr_parse function

i l | | ____,

rax, cs:optarg@@GLIBC_2 2 5

104| [loc_4831C4: ; jumptable ©2GEEEERER4831B6 case 118 (loc_4@31DA: ; jumptable GPEEEGEORR4031B6 case 188 r8d, offset g_tunnel ; tunnel loc_403221:
mov cs:g_version, mov cs:g_daemen, @ ecx, offset g_proto_2 ; proto mov [rbp+rc], @
mov [rbp+rc], OFFFFFFFFh Jmp loc_403529 edx, offset g_server_port ; port ji loc_403529
jmp loc_403529 esi, offset g_server_addr ; ipv4
rdi, rax ; optarg

[rbp+rc], eax
jmp loc_403529
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|; unwind i I

mov rbp, rsp

sub rsp, 56h

mov [rbpt+optarg], rdi

mov [rbp+ipv4], rsi

mov [rbp+port], rdx

mov [rbp+proto], recx

mov [rbp+tunnel], r8

mov [rbp+rc], @FFFFFFFFh

mov rax, [rbp+optarg]

mov rdi, rax 3 buf

call rrootkit_util_strtrim

mov [rbp+buff], rax

mov rax, [rbp+buff]

mov rdi, rax ;S

call _strlen

add rax, [rbp+buff]

mov [rbp+end], rax

mov [rbp+next], @

mov rax, [rbp+buff]

mov esi, 384h ; "' ; ¢

mov rdi, rax ;S

mov [rbpt+next], rax

cmp [rbp+next], ©

jz short loc_4@82F63

I

il s =
mov rax, [rbp+next]
mov byte ptr [rax], @
add [rbp+next], 1

R E—

e =
loc_4@2F63:
mov rax, [rbp+buff]
mov rdi, rax ; €
mov rdx, [rbp+ipva]
mov [rdx], eax
mov rax, [rbp+ipv4]
mov eax, [rax]
cmp eax, @FFFFFFFFh
jnz short loc_4@2F8F
Il
Y
loc_4@2F&F:
mov [rbp+rc], @
cmp [rbp+next], @
jz out
IFI
il e |5
mov rax, [rbp+next]
cmp rax, [rbp+end]
jnb out
IFI
mov rax, [rbp+next]
mov [rbp+buff], rax
mov rax, [rbptbuff]
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Liou

mov Tax, LIUPTUUIIJ

mov esi; 38R 3 "2 g €
mov rdi, rax

call _strchr

mov [rbp+next], rax

cmp [rbp+next], @

jz short loc_402FDF

v

=
mov rax, [rbp+next]
mov byte ptr [rax], @
add [rbp+next], 1
s A

s =

mov

loc_402FDF:

mov rdi, rax ; nptr
movzx  eax,lwx

rax, [rbp+buff]

; int atoi(const char *nptr)
atoi proc near

jmp cs:off_61B460
atoi endp

mov edi, ea

call _htons ;s sommsmssssss=== S UB RO U T I N E ss=sss=sc=c==
mov rdx, [

v [rdx], ; Attributes: thunk

cmp [rbp+ne

3 CODE XREF
; options_p

rax, [rbp+end]

out

1

mov rax, [rbp+next]

mov [rbp+buff], rax
mov rax, [rbp+buff

mov esi, 3ah ; ":' 2 ¢
mov rdi, rax {185
call _strchr

mov [rbp+next], rax

cmp [rbp+next], @

jz short loc_403045

L’l_

rax, [rbp+next]
byte ptr [rax], ©
[rbp+next], 1

I —

loc_4@3045:

mov rax, [rbp+buff

mov rdi, rax 5 s1
call _strcmp

test eax, eax

jnz short loc_403063
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mov [rbp+buff], rax
mov rax, [rbp+buff
mov esi, 3ah ; ":" ; ¢
mov rdi, rax
call _strchr
mov [rbp+next], rax
cmp [rbp+next], @
jz short loc_4@3eC8
l} I
mov rax, [rbp+next]
mov byte ptr [rax], @
add [rbptnext], 1
T —
e =
loc_4e830Cs:
mov rax, [rbp+buff
mov rdi, rax 3 sl
call _strcmp
test eax, eax
jnz short loc_4838E6
1
e =
loc_4@3@E6:
mov rax, [rbp+buff
mov rdi, rax ; sl
call _strcmp
test eax, eax
jnz short loc_4@3104
1
loc_403104:
mov rax, [rbp+buff]
mov esi, offset alone : "none”
mov rdi, rax ;3 sl
call _stremp
test eax, eax
jnz short out
. 5= [ 53]
mov rax, [rbp+ipva] rax, [rbp+tunnel]} |mov rax, [rbp+tunnel] rax, [rbp+tunnel]
mov dword ptr [rax], @ byte ptr [rax], 1] |mov byte ptr [rax], 2 byte ptr [rax], @
jmp out short out jmp short out
| J
211 2227
s =
out:
mov eax, [rbp+rc]
leave
retn
3 } // starts at 4@2EEC
options taddr parse endp
2022-nbr
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The Kernel_load function

; Attributes: bp-based frame

public main
main proc near

var_7@= qword ptr -76h

var_68= qword ptr -68h

var_6@= qword ptr -68h

var_58= dword ptr -58h

argv= gword ptr -5€h

argc= dword ptr -44h
main_framework= dword ptr -38h
rc= dword ptr -34h

3 __unwind {

push rbp

mov rbp, rsp

push ris

push ri4

push rl3

push riz

push rbx

sub rsp, 48h

mov [rbptargc], edi

mov [rbptargv], rsi

mov [rbp+rc], @FFFFFFFFh
mov rbptmain framework], @

eax, eax

; int __cdecl main(int argc, const char **argv, const char **envp)

3 if user id not @-> red Arrow to error message "admin privileges are required”

[rbptrc], eax
cmp [rbptrc], @
jnz loc_483873

revent other instance of the program from running at the same time

ue

mov rdx, [rbp+argv]

mov eax, [rbp+argc]
mov rsi, rdx -
mov edi, eax H
call options_parse ;
mov [rbptrc], eax
cmp [rbp+rc], @

jz short loc_483746

argv
argc
c function to parse arg|

J

il e

loc_483746: ; setup functions
ernel_Loo/

call options_init

call do_daemon

call do_pidfile

call set_logger

call set_exit

call set_signal

call set_chdir

call _getpid

mov cs:g_mainpid, eax

lea rax, [rbptmain_framework]

mov rdi, rax ; main_framework

call fork_child

cmp eax, OFFFFFFFFh

jz loc_4@3876
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e =

; Attributes: bp-based frame

3 int __cdecl kernel_load()
public kernel_load
kernel_load proc near

path= byte ptr -6@6h
rc= dword ptr -14h

;3 __unwind {

push rbp

movV rbp, rsp

push rbx

sub rsp, 58h

mov [rbptrc], @

lea rbx, [rbp+path]
mov eax, 0

mov edx, 8

mov rdi, rbx

mov rcx, rdx

rei stosi

test eax, eax
jz short loc_403(CD6
L
L 4

rax, [rbp+path]

rdi, rax .

ath

[rbp+rc], eax

dword
dword
dword
qword
dword

push
mov

byte ptr -236h

ptr -2Ch
ptr -28h
ptr -24h
ptr -20@h
ptr -14h
rbp

rbp, rsp

out

cmp [rbp+rc], © pathname
jnz short loc_403CD9 |-
jmyfd

v krnfd
il s =] a (51ze
lea rax, [rbp+path] -
mov rdi, rax ; pathname 1 .
call kernel_load_i n’ =
mov [rbp+rc], eax
lea rax, [rbp+path]
mov rdi, rax ; name
call _unlink
jmp short out

{

YYY
(e =
out:
mov eax, [rbp+rc]
add rsp, 58h
pop rbx
leave
retn
; } // starts at 403(74
kernel_load endp
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§
2
£

offset path ; "/proc/self/exe”
[rbpspathname]
2000 len

...
"
H
3
£

rsi, rex ; buf
i, rax H

[rbp+count], eax
[rbptcount], @
short loc_303A86

wov
mov
mov
mov
cmp

(o
]
"

¥

=]
81 70 EC FF 01 00 00  cmp
7€ 23 jle

[rbptcount], 1FFh
short loc_403AA9

!

[ conrFormITE

SVr4, BSD 4.3, POSIX.1-2001.
[ notes

L'utilisation du mot whence n'est pas correcte en anglais mais ce mot est conservé

Certains périphériques ne permettent pas de positionnement direct, POSIX ne préc

Sous Linux, I'utilisation de Iseek() sur un périphérique tty renvole ESPIPE.

(3 Lors de la conversion d'un ancien code, substituez les valeurs de whence par les co
= ancien nouveau
e: 0 SEEK_SET

48 80 85 D0 FD FF FF lea  rax, [rbptpathname] 1 SEEK_CUR
BE ee o0 oo 00 mov. esi, @ ; oflag
48 89 C7 mov  rdi, rex 3 file 2 SEEK_END
3 00 00 oo 6 mov ° L_SET SEEK_SET
89 45 08 mov  [rbpmyfd], eax ; file descriptor is stored in myfd| L_INCR SEEK_CUR
83 70 D8 FF cmp [rbpemyfd), OFFFFFFFFh L XTND SEEK END
75 2¢ jnz  short loc_463AFA = =

' [ ¢ 'Svr1A3 renvole un fong a la place d'un off t, BSD renvole un int,

loc_403AFA: ; Giant self-size Gigabytes 1925833757 ? create /tmp/rrtkernel.ko from this snoopy client

88 @5 4C 78 21 e

2E2RS
Q8842
nee
3
3

FF FF

2R
358

238
838

FF FF

FF FF

38 8883
78 8383

RRAEQBEREARTIARERYE

HEBRRERTE0EE0R88R88
FYLEBBLEBTIRUSIBABS

mov  eax, csig_self size ; and read it offset 403bf6

mov  ecx, eax
wov  eax, [ £d
mov  edx, SEEK_SET
mov  rsi, rex
wov _edi, eax

mov /tmp/%s

mov  rax, [rbpepath]

mov  edx, offset aRrtkernelKo ; “rrtkernel ko”
mov rsi, rex ; format 1|
mov  rdi, rax ;s

mov  eax, &

call _sprintf

mov  rax, [rbptpath]

mov  rdi, rax 5

coll  _unlink

mov  rax, [rbpepath]

mov  edx,

mov  esi, 42h ; '8 ; oflag

mov  rdi, rax i file

mov eax, ©

call _open

mov  [rbpskrnfd], eax

cmp. [rbp+krnfd], @FFFEEFFER

jnz  short loc_3038E1

B
ecx, offset aTwps ;

3 write offset 403bas it into kernelfd? ?

; whence @ = seek_set
; offset
; fd

the argusent ofset according to the directive whence as follow: seek set, seek_cur, seek_end

Eﬁ—'ﬁ
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The option_init function

; int __cdecl main(int argc, const char **argv, const char **envp)
public main
main proc near

var_7@= qword ptr -7eh
qword ptr -68h
qword ptr -68h
= dword ptr -58h
argv= qword ptr -56h
argc= dword ptr -44h
main_framework= dword ptr -38h
rc= dword ptr -34h

; __unwind {

55 push rbp

48 89 ES mov rbp, rsp

41 57 push ris

41 56 push ri4

41 55 push ri3

41 54 push ri2

53 push rbx

48 83 EC 48 sub rsp, 48h

89 7D BC wov [rbptargc], edi

48 89 75 B0 mov [rbpt+argv], rsi

C7 45 CC FF FF FF FF mov [rbp+rc], @FFFFFFFFh
(7 45 (8 66 0@ 80 80 mov rbp+main framework], @

loc_483716: revent other instance of the program from running at the same time

[rbp+rc], eax
83 7D CC @8 cmp [rbp+rc], @
[@F 85 51 01 60 e jnz loc_483873

y
mov rdx, [rbp+argv]
mov eax, [rbp+argc]
mov rsi, rdx ; argv
mov edi, eax ; argc
E8 F2 F9 FF FF call options_parse ; ¢ function to parse arg]
89 45 CC mov [rbp+rc], eax
83 7D CC @@ cmp [rbp+rc], ©
74 @A jz short loc_403746
J
Y
=
loc_4@3746: ; setup functions
ions_ini
E8 67 F7 FF FF call do_daemon
E8 77 F6 FF FF call do_pidfile
E8 FB FS FF FF call set_logger
EB E3 FS5 FF FF call set_exit
E8 2F F6 FF FF call set_signal
E8 4E F6 FF FF call set_chdir
E8 F5 EC FF FF call _getpid
89 @5 87 83 21 @0 mov cs:g_mainpid, eax
48 8D 45 (8 lea rax, [rbp+main_framework]
48 89 C7 mov rdi, rax ; main_framework
E8 9D FE FF FF call fork_child
83 FB FF cmp eax, BFFFFFFFFh
@F 84 ES 00 20 00 jz loc_403876
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il (e =T
; Attributes: bp-based frame
5 int _ cdecl kernel_load()
public kernel_load
kernel_load prec near
path= byte ptr -6eh
rc= dword ptr -14h
5 __unwind {

55 push rbp

48 89 ES mov rbp, rsp

53 push rbx

43 83 EC 58 sub rsp, 58h

C7 45 EC @0 ee eo oo mov [rbp+rc], @

48 8D 5D Ae lea rbx, [rbp+path]

B8 @0 @0 @0 o0 mov eax, @

BA @8 @0 ee ee mov edx, 8

438 89 DF mov rdi, rbx

48 89 D1 mov rcx, rdx

85 Ce test eax, eax
74 32 jz shert loc_4@3CD6
J 1

rax, [rbptpath]
rdi, rax 3

[rbp+rc], eax
83 7D EC @@ cmp [rbpirc], @

75 20 jnz short loc_483CD9
L
v Y
ol e = FEIE IS
48 8D 45 Ae lea rax, [rbp+path]
43 89 C7 mov rdi, rax 3 pathname loc_483CD9: loc_403CD6:
kernellimodule| |oe nop EL) nop
89 45 EC mov [rbp+rc], eax h, EB 01 jmp short out
48 8D 45 Ae lea rax, [rbp+path]
48 89 C7 mov rdi, rax 3 name
E8 24 E7 FF FF call _unlink
EB @4 jmp short out
Yy
out:
mov eax, [rbp+rc]
add rsp, 58h
pop rbx
leave
retn

5 } // starts at 4@3(74
kernel_load endp
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; Attributes: static bp-based frame

5 void _cdecl options_init()
options_init proc near
5 __unwind {

55 push  rbp

mov rbp, rsp

@F B7 15 63 85 21 @e

movzx
cmp
jnz

edx, cs:g_server_port
ax, dx
short loc_4035B4

1

loc_403584: ; hostshort

cnp
jnz

ax, dx
short loc_4035F0

loc_4035F0:
movzx  eax,
test  ax,

jz short locret_403620

csig_server_port
ax

) S—

[

©F B6 @5 EB 84 21 @0 movzx  eax, cs:g_proto_commandline|
test al, al 84 (@ test al, al
75 07 jnz short loc_4835DC 75 07 jnz short loc_40360E

= e
= )
c6 05 12 85 21 60 61 mov  cs:g_proto_commandline, TCP| C6 05 €0 84 21 00 02 mov  cs:g_proto_commandline, UDP|
; e ; '
loc_4@35DC: loc_4@360E:
@F B6 ©5 @B 80 21 e movIX eax, cs:g_tunnel
cmp al, 3 3C @3 cmp al, 3
75 39 jnz short locret_aess2ef [ |75 7 jnz short locret_d63620|
. s N
= = )
ity 6 05 00 82 21 @0 61  mov cs:g_tunnel, dns|
8 30 jmp  short locret_403629)
i
=]
locret_463620:
c9 leave
3 retn

5 } // starts at 403574
options_init endp
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3 Int _cdecl main(int argc, const char **argv, const char *envp)
public main
main proc near

-70h
-68h

var_78= qword ptr
var_68= qword ptr
var_60= qword ptr -60h
var_58= dword ptr -58h

argu= qword ptr -5eh

argc= dword ptr -44h
main_framework= dword ptr -38h
rc= dword ptr -34h

5 _unwind {

push  rbp
mov rbp, rsp

push  ri5

push  ria

push  ri13

push  ri2

push  rbx

sub rsp, 48h

mov [rbp+arge], edi

mov [rbptargv], rsi

mov [rbp+rc], @FFFFFFFFh

rbp+main framework

"admin es are required”

; if user id not @-> red Arrow to error message

e = )

loc_403710: H

at the same time|

89 45 CC mov [rbptrc], eax
83 7D CC @0 cmp [rbptre], @
@F 85 51 81 @0 o8 jnz loc_403873
I
L2
) wov  rdx, [rbptargv]
mov eax, [rbp+arge]
mov. rsi, rdx 5 argv
mov edi, eax ; arge
FF FF call  options_parse ; c function to parse arg
mov [rbp+rc], eax
e0 cmp [rbptrel, @
jz short loc_403746
I
i ]
e =
loc_403746: ; setup functions.
ES 67 F7 FF FF call  do_daemon ; daemonize
E8 77 F6 FF FF call do_pidfile if pid file was provided on the command line, the PID of the current process is written inside of it
ES F8 F5 FF FF call  set_logger set log
E8 E3 F5 FF FF call set_exit ; define a function called when the program terminate and then clean-up functions of the program
E8 2F F6 FF FF call set_signal
E8 4E F6 FF FF call  set_chdir
E8 F5 EC FF FF call _getpid
89 05 87 83 21 00 mov cs:g mainpid, eax
48 8D 45 (8 lea rax, [rbp+main_framework]
48 89 C7 mov rdi, rax main_framework
£8 9D FE FF FF call  fork child if the server_port is not provided, the program forks
; and listen on both HTTP and DNS
83 F8 FF cmp eax, OFFFFFFFFh
oF 84 E8 00 00 00 jz loc_403876
™

Then the program continues to log functions.

Next, we reach the module_init function

&
loc_4037F5:
@F B7 @5 F@ 82 21 e movzx eax, cs:g_server_port
oF B7 Ce movzx  eax, ax
89 €7 mov. edi, eax ; netshort
E8 92 ED FF FF call ntohs
44 oF B7 F8 movzx riS5d, ax
88 @5 D8 82 21 00 mov. eax, cs:g_server_addr
89 C7 mov edi, eax ; netlong
E8 Al ED FF FF call _ntohl
89 1 mov ecx, eax
8B 15 D5 82 21 @0 mov edx, cs:g_log_level
8B @5 (B 82 21 @0 mov eax, cs:g_log_mode
44 89 74 24 18 mov. [rsp+7@h+var_58], riad
4c 89 6C 24 10 mov [rsp+7@h+var_60], ri3
ac 89 64 24 08 mov [rsp+7@h+var_68], ri2
48 89 1C 24 mov [rsp+7@h+var_70], rbx
45 89 F9 mov r9d, risd
41 89 C8 mov réd, ecx
89 D1 mov. ecx, edx
89 2 mov edx, eax
BE F8 3A 41 @0 mov esi, offset alogModeDLoglev ; "log mode=%d, log level=%d, server_addr="...
BF 04 00 20 00 mov edi, 4 ; log_level
BS 00 00 00 00 mov eax, ©
E8 26 5D 6@ 08 call logger loj
89 45 CC mov. [rbp+rc], eax
83 7D CC 00 cmp [rbp+rc], @
75 13 dnz short out
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The module_init function
/module_init/control_init/framework_init: the setting up of the program.

[ ) 5=
; Attributes: bp-based frame
3 int __cdecl framework_init()
public framework_init
framework_init proc near
rc= dword ptr -4
3 _ unwind {
55 push rbp
48 89 ES mov rbp, rsp
48 83 EC 10 sub rsp, 16h
C7 45 FC FF FF FF FF mov [rbp+rc], OFFFFFFFFh
E8 Be 96 00 00 call rrootkit_net_init
89 45 FC mov [rbp+rc], eax
83 7D FC @@ cmp [rbp+rc], @
74 19 jz short loc_4@3F8F
11
L
loc_403F8F:
E8 7F 9C @0 @0 call rrootkit_tunnel_init
89 45 FC mov [rbp+rc], eax
83 7D FC @@ cmp. [rbptrc], @
74 16 jz short loc_4@3FB3
1
v
loc_403FB3:
call rrootkit_proto_init
mov [rbp+rc], eax
cmp [rbp+rc], @
jz short loc_403FD7
]l
v
loc_403FD7:
call rrootkit_view_init|
mov [rbp+rc], eax
cmp [rbptrc], @
jz short loc_404001
S — '
MFE
BE 16 3F 41 @0 mov esi, offset aFailedToInitvi ; "failed to init view."
BF @1 @0 00 00 mov edi, 1 ; log_level
B8 @0 @0 00 00 mov eax, 0
E8 83 55 @0 o0 call logger_log
9 nop
view_out:
E8 26 A@ 00 00 call rrootkit_proto_exit
EB oC jmp short proto_out
J
vy
=]
mov esi, offset aFailedToInitTu ; "failed to init tunnel.”
mov edi, 1 ; log_level proto_out:
mov eax, @ E8 53 9C @0 e call rrootkit_tunnel_exit
call logger_log
jmp short tunnel_out
L
L vy
3 =
loc_404001: ; callback tunnel_out:
iE 40 00 mov edi, offset framework_recv E8 1D 96 00 00 call rrootkit_net_exit
IF 00 00 call  rrootkit_proto_recv_callback_set
jmp short out

J

mov eax, [rbp+rc]

retn

5 } // starts at 403F59,

framework_init endp
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thi
[ # g_proto_none —»  Tunnel_none_recv

rootkit_tunnel_init

g_net_proto_list
[g_net_proto structure]]

Tunnel

rootkit_net_proto_register g proto_http 3 Tunnel phttp_recv

g_proto_dns —p  Tunnel_pdns_recv

Framework_init

States) 23 HF O -——a—+ 102% E

Architecture:

This “callbacks architecture file” is attached with this report

After the module_init function, there is a control socket open function and then the program goes to listen on UDP or TCP.
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% 0¥ 0% 23 w0 mov Lrsprrentvar_sey, ric
48 89 1C 24 mov [rspt78h+var_78], rbx
145 89 F9 mov r9d, r15d
41 89 8 mov r8d, ecx
89 D1 mov ecx, edx
59 C2 mov edx, eax
BE F8 3A 41 08 mov esi, offset alogModeDloglev ; "log_mode=%d, log_level=%d, server_addr="...
BF 84 2@ 09 00 mov edi, 4 5 log_level
20 00 00 mov
88 88 call
89 45 CC mov [rbp+rc], eax
83 70 CC 0@ cmp [rbptrel, @
75 13 jnz short out
¥ v ¥ ¥
mov rax, cs:stderr@@GLIBC_2_2 5 E8 83 F3 FF FF call usage
mov rdx, rax E9 31 01 @@ 8@ jmp out 89 45 CC mov. [rbp+rc], €8x loc_403876: loc_4@3873:
mov eax, offset aAdministratorP ; are E8 59 00 00 00 call  module exit
mov rex, rdx EB 04 jmp short cut : bp-b frane
mov edx, 27h ;
mov 1 ; int _ cdecl module_run()

!

public module_run

e

_*Lr*fl'

mov eax, [rbpsmain_framework]
test eax, eax
jnz short loc_s83883
y
)
call _ singleton_close|
e —
loc_203883:
88 45 CC wov eax, [rbptrc]
48 83 (4 48 add rsp, 48h
58 pop rbx
41 5¢ pop r12
41 5D pop r13
41 SE pop rla
a1 SF pop r15
€9 leave
c3 retn
3 } // starts at 403688
main endp

; Attributes: static bp-based frame

5 int __cdecl control_sock_open()
control_sock_open proc near

rc= dword ptr -4

3 __unwind {

55 push  rbp
48 89 E5 mov rbp, rsp
48 83 EC 10 sub rsp, 10h
C7 45 FC FF FF FF FF mov [rbp+rc], OFFFFFFFFh
E8 7A FF FF FF call control_timeout_get
48 89 C7 mov rdi, rax ; timeout
E8 68 95 00 00 call  rrootkit_net_sock_connection_timeout|
E8 7A FF FF FF call control_proto_get
3C e1 cmp al, TCP
75 23 jnz short loc_4@3DCC
1
Y
loc_483DCC:
FE FF call  control_proto_get
cmp al, UDP
jnz short loc_403DF6
0F B7 @5 3C 7D 21 @@  movzx eax, Cs:g_server_port ©F B7 @5 10 7D 21 @@  movzx eax, CS:g_server_port
oF B7 C8 movzx  ecx, ax oF B7 C8 movzx  ecx, ax
88 05 2F 7D 21 €0 mov eax, cs:g server_addr 86 ©5 03 7D 21 00 mov eax, cs:g server addr

89 45 FC

[rbptre], eax
short loc_403DF6

[rbptrc], eax

(R X}

loc_4@3DF6:

mov eax, [rbp+rc]
leave

retn

; } // starts at 403084
control_sock_open endp

pmodule_run proc near ; CODE XREF:
; __unwind {

push  rbp

mov rbp, rsp

call  control_run
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1
loc_sesner:
80 45 DO les  rax, [rbpsbind_sddr]
10 00 00 00 nov esi, 1 in
89 C7 mov rdi, rax 3 s
E8 08 67 FF FF call brero
€7 45 D@ 02 00 ov Trbpeding_adde.sin_fanily), 2
as 8c mov eax, [rbp+lipaddr]
45 D4 mov ind_sddr,sin_asddr.s_sddr], eax
B7 45 B3 movix  eax, [rbpelport]
89 45 02 wov  [rbpsbind_sddr.sin_port], ax
80 40 DO lea rex, [ropebind_adar)
as £ mov eax, [rbp+sk]
10 90 00 0 mov edx, 100 3 len
89 CE mov rsi, rex ; oddr
(<] mov eax fd
85 45 €8 mov [rbpérc], eax k
70 €8 0@ orp [rbperc],
74 24 3z short 4
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fzee

90 69 FF FF call  __errno_location [0 5o 42 41 0 wov  esi, offset aSockUdpFeiledT 7 ; “sock udp: failed to bind sock and task.”|
o wov  eax, [rax] a7 02 9 0 00 mov  edi, 2 3 log_level
(4 mov edi, eax 3 erroum 98 00 o0 0o oo mov eax, @
47 68 FF FF call _strerror €8 B1 06 FF FF call  logger_log
2 mov  rdx, rax |50 nop
£8 4D 41 00 wov  esi, offset aSockUdpFeiledT 6 ; “sock_udp: falled to bind sddress. [erro™...
02 90 00 00 mov wdi, 2 3 log_level
00 00 00 o0 wov  eax, ®
84 07 FF FF call logger |
cF o8 se oo bind_out
T
L X ] L}
call  __errno_location
oy eax, [rax] bind_out: loc_408ED3:
wov  edi, eax 3 errmun 88 45 £C mov  eax, [rbpesk] 0 nop.
call  _strerror 89 <7 edi, eax 5 4 —
mov , rax €8 C2 63 FF FF call Llose
wov  esi, offset aSockUdpFeiledT S ; “sock udp: failed to get sock. [error = “...[Jles 01 short out
mov ey, 2 ; log_level
mov  eax, ©
call  logger_log
Jup cut

Creation of the socket->bind call->the socket is passed to the connect API function
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The program is difficult to follow because of its architecture (event-based logic), but the scheme is attached to this report

To summarize, the initial setup prepares all the components of the program and sets up the callbacks, then, when the program is
running, the program waits for new connections ands and go to svc functions [UDP or TCP]. Then, the functions get passed to a
protocol and the client is unpacked by the protocol function. And when the data is obtained, it goes into rrootkit_proto_recv. Then
frameword_recv and data ends up in the view function
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Reverse-engineer the rootkit
Reversing a rootkit is quite challenging because documentation for kernel functions and structures is hard to find, but we could look

at the kernel’s source code.

Minimodule -> rrootkit_net_init -> g_net_hook -> rrootkit_net_local_in

rrootkit_net_init
Which standard structures are expected by which function?

Enums u

IDA View-A 8 @A
ame F ;

module_state

FFF FF ; bitfields the line prefixes display the bitmask

> FFFFFFFF ; [COLLAPSED ENUM module_state. PRESS CTRL-NUMPAD+ TO EXPAND]

P Add enum type X

Name v]
i

(®) Hexadecmal
O Decmal

O Octal

O Binary

() Character

[ signed
[ Bitfield (If checked, a bitfield is created)

Add standard enum by enum name

Adld standard em.ﬂ}by symbol name

o] o | e
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- i sutuncs - — | m p— s um s " o
; Attributes: bp-based frame
; int _ cdecl rrootkit_net_init()
public rrootkit_net_init
rrootkit_net_init proc near
push  rbp
mov rbp, rsp
call mcount
rdx, offset strkey ; key. strkey = YaHoO@
esi, 4A7D5t ; buflen. 4A7DSH = 300 kb
rdi, offset snoopy client ; buffer; p renamed as snoop
mov rdx, offset sys_close
mov rax, OFFFF880000000000h ; at this addr, the program looks for the addr of the sys_close fun. page_offset read physical addr
nop word ptr [rax+rax+@@2000eoh]
, V4
MEHE
loc_cce: ; ex18=24
cm rdx, [rax+18h] ; 24 is 3x8 [8 is the size of the pointer] and in enum we see KR close = 3
jz short loc_CE8
1)
v
ax, 8 ; incremented of 8 and loop again: the program scan the memory for a pointer,.
; The pointer is the addr of sys_close. N
ax, OFFFFFFFFFFFFFFFFh
short loc_CCO
v v
} |
rdx, [rax+18h] |
esi, 2
xrefs to sys_call_table =] X
cs:orig_sys_open, rdx
o e e Directio Type Address Text
mov cs:orig_sys_close, rdx p oot 0 b
mov rdx, [rax+8] 5w  rootkit_net_init+68 mov cs:sys_cal_table, rax; array of pointers that contains links to the syscalks of the 05
mov cs:orig_sys_write, rdx
mov rdx, [rax+288h]
mov cs:orig_sys_unlink, rdx
mov rax, [rax+20h] line1of2
mov cs:orig_sys_chmod, rax
call nf_register_hooks oK Cancel Search Help
rc = rax 3 int

Not used but could be groundwork for future variants

Continue the investigation of this function by checking the kernel code, and updating structures and enums:

J
EXPORT_SYMBOL_GPL(br_netfilter_enable);

/* For br_nf _post _routing, we need (prio = NF_BR PRI_LAST), because
* br_dev_queue_push_xmit is called afterwards */
static struct nf_hook_ops br_nf_ops[] _ read_mostly = {

{

.hook = br_nf_pre_routing,
.pf = NFPROTO_BRIDGE,
.hooknum = NF_BR_PRE_ROUTING,
.priority - NF_BR_PRI_BRNF,

.hook = br_nf_local_in,
.pf = NFPROTO_BRIDGE,
.hooknum - NF_BR_LOCAL_IN,

‘ 155 1DA View-A (Al Structures )] Hex View-1 x|
Name FFF n/cerl
module_state -
MACRO___NR

> FFFFFFFF ; [COLLAPSED ENUM MACRO_

bitfields the line prefixe display the itmask
; [COLLAPSED ENUM module_state. PRESS CTRL-NUMPAD+ TO EXPAND]
___NR. PRESS CTRL-NUMPAD+ TO EXPAND]

) Copy CtriC
Undo Hide CtrleZ
Redo Ctrde Y
:# Addenum... Ins
B Editenum... QGRE LDthine 3 new enumer
(¢ Delete enum... Del
(¥ Add enum member... N
[ Edit enum member... CtrleN
(@ Delete enum member... u
] Enter comment...
(i} Enter repeatable comment...
= Hide Ctri+ Numpad+
4  Unhide Ctri+Numpad-++
Font...
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DA View-A 8 Structures g = Enums B © Hex View-1 B =B Imports
=/ Name FFFFFFFF 3 N/Ctrl-N : create/edit a symbolic constant
FFFFFFFF ; U : delete a symbolic constant
m:;e_s;:te FFFFFFFF 5 ; or : : set a comment for the current item
! FFEFFEEE
Eﬂ Please choose an enum %
Symbol name Value Type library
NFPROTO_ARP 00000003 GNU C-++ 64bit unix
| NFPROTO_DECNET 0000000C GNU C++ 64bit unix
] NFPROTO_IPV4 00000002 GNU C++ 64bit unix
=] NFPROTO_IPVE. 00000004 GNU C-++ 64bit unix
NFPROTO_NUMPROTO 100000000 (GNU C++ 64bit unix
] NFPROTO_UNSPEC 00000000 GNU C++ 64bit unix
1) DA View-A 8 A Structures x ] Enums B O Hex View-1
lame 20000000 ; Ins/Del : create/delete structure
E 20000000 ; D/A/* : create structure member (data/ascii/array)
— - 20000000 ; N : rename structure or structure member
list_head 00000002 ; U : delete structure member
modversion_info T Y S S P S S S S e R R
rheldata 00000000
module 020000000 nf_hook_ops struc ; (sizeof=8x3@, align=0x8, copyof_735)
module kobiject 20000000 ; XREF: .data:g_net_hooks/r
kobjec: 2 00000000 list list_head ?
i 00000010 hook dgq ? ; offset
ne 20000018 owner dq ? ; offset
atomic_t 00000020 pf db ?
20000021 db ? ; undefined
20000022 db ? ; undefined
20000023 db ? ; undefined
20000024 hooknum dd ? h
00000028 priority dd ?
2000002C db ? ; undefined
20000020 db ? ; undefined
2000002E db ? ; undefined
©000002F db ? ; undefined
00000030 nf_hook_ops ends
20000030

e

View Debugger Lumina Options Windows Help

1
[ Opensubviews T () Quickview a1 v |
3
[ Grahs . (B Disassembly I
E H Toolbars , 1 Proximity browser
Calculator... ? Hex dump
= Full screen F11 Address details fete struct
#5  Graph Overview ructure men
= Recent scripts Alt+F9 Exports j“ﬁ“re or
ucture men
@ Database snapshot manag Ctel+Shift+T & mpots
Names Shift+F4
@ Print segment registers Ctrl+Space Functi ShifteF3 ; (sizeof:
unctions +
i Printinternal flags F Strings Shift+F12 )ead ?
== Hide Ctrl+Numpad+- @ S ShifteF7
wd 4 Unhide Ctrl+Numpad++ . .
- Segment registers Shift+F8 undefined
o eee Selectors undefinec
Unhide all undefinec
N3 Delete hidden range i} Signatures Shift+F5
Setup hidden items... Type libraries Shift«F11 undefinec
) undefinec
Structures Shift+F9 undefinec
[Z] Enumerations Shift+F10 undefinec
=

ita I Unexplored | External symbol [ll Lumina function

Open local type definitions window

Cross references

| Gl

IDA View-A g @ Structures [x] Local Types g = Enums [x]

Ordinal Name Size
nf_hookfn

nf_hook_ops

Insert...
Delete

Copy

Sync  Description
typedef unsigned int{unsigned int,

sk_buff , const net_device =, con:

head list;nf_hookfn *hook;mod]

Ctrl+C
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RPN —

& 73 ook _ops 00000030  Auto  struct _atirbute_(aigned(s)) fist_head istnf_hookin hook;moc

‘ Please edit the type declaration

offset|Size|struct _ attribute_ ((aligned(8))) nf_hook_ops

{
ooee @018 list head list;
@010 @e88| nf_hookfn *hook;
@e18|eees| module *owner;
oe2e/eeel| u_intB_t pf;
@824|@@@4| unsigned int hooknum;
@028|@ea4| int priority;

ee3e| };
735 fiflfiock_ops 00000030 Auto  struct _attribute_((aligned(s))) {list_head list;nf_hookfn *hook;module *owner;u_ints_
‘ Please edit the type declaration X

Offset|Size| struct _ attribute_ ((aligned(8))) nf_hook_ops

oooaleelsl list_head list;

0010|0008 nf_hookfn *hook;

2818|2203 module *owner;

2020|0004  $ED19IFEC31B217CF7F4BABOD46275ACCE pf;
2824|0004 unsigned int hooknum;

2928|0004| int priority;|

2830| };
Before: After:
; WRNGBRIGHS ¢_net”hooks[2]
g_net_hooks dq l
t+ETo
dq i :LSt:p:r:_ [

dq offset rrootkit_net_local_in; hook
dq offset _ this_mcdule ; owner

db 2 i _pf
db 3 dup(@)
dd 1 ; hooknum
dd Seoecassh ; priority
db 4 dup(9)
dgq
dq ; list.prev
dq offset rrootkit_net_local out; hook 5 nf_hook_ops g_net_hooks[2]
dq offset _ this_module ; owner g_net_hooks nf_hook_ops <<@8>, offset rrootkit net_local_in, offset _ this_meodule, \
db 2 ; _pf ; DATA it_net_exit+Eto
db 3 dup(@) ; rrootkit_net_init+7Dto
dd 3 ; hooknum NFPROTO_IPV4, 1, 80000000h>
dd 86260060h ; priority nf_hook_ops <<@>, offset rrootkit_net_local _out, offset _ this_module,\
db 4 dup(B) NFPROTO_IF4, 3, 80@00000h>
data ends _data ends
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735 fiflook_ops 00000030 Auto  struct _attribute_((aligned(8))) {list_head |

g Please edit the type declaration

Offset|Size|struct _ attribute_ ((aligned(8))) nf_hook_ops
{
0006/@010| list_head list;
ee10|@@as| nf_hookfn *hook;
2018|0208 module *owner;
2020|0004 $ED19FEC31B217CF7F4BAB@D46275ACCE pf;
0024/60604) MACRO_NF_BR hooknum;
e028|@@a4| int priority;
e83e| };
align 26h
} 3 nf_hook_ops g_net_hooks[2]
| g_net_hooks nf_hook_ops <<@>, offset rrootkit_net_local_in, offset _ this_module, \

m

) ; DATA XREF: rrootkit_net_exit+Efo
rootkit net t

) NFPROTO_IPV4, NF_BR_LOCAL_IN, 30000000h>

) nf_hook_ops <<@>, offset rrootkit_net_local_out, offset _ this_module,\
j NFPROTO_IPV4, NF_BR_LOCAL_OUT, 30000000h>

| _data ends

/* Bridge Hooks */
/* After promisc drops, checksum checks. ¥/

#define NF_BR_PRE_ROUTING 2

/* If the packet is destined for this box. */

#define NF_BR_LOCAL_IN 1

/* If the packet is destined for another interface. */
#define NF_BR_FORWARD 2

/* Packets coming from a local process. */

#tidefine NF_BR_LOCAL_OUT 3

/* Packets about to hit the wire. */

#define NF_BR_POST_ROUTING 4

/* Not really a hook, but used for the ebtables broute table */
#define NF_BR_BROUTING 5

#define NF_BR_NUMHOOKS 6

enum nf_br_hook_priorities {
NF_BR_PRI_FIRST = INT_MIN,
NF_BR_PRI_NAT_DST_BRIDGED - -300,
NF_BR_PRI_FILTER_BRIDGED - -200,
NF_BR_PRI_BRNF = 0,
NF_BR_PRI_NAT_DST_OTHER - 109,
NF_BR_PRI_FILTER_OTHER = 200,
NF_BR_PRI_NAT_SRC = 300,
NF_BR_PRI_LAST = INT_MAX,

These updates confirm the references to rrootkit net local in, and also rrootkit net local out
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rrootkit_net_local_in

okfn = r8 i int (*)(sk_buff *)
push rbp
mov rbp, rsp
sub rsp, 28h
mov [rsp+2@h+var_2e], rbx
mov [rsp+2@6h+var_18], ri2
mov [rsp+28h+var_l18], ril3
mov [rsp+2@h+var_8], ri4
call mcount
test skb, skb
mov rbx, skb
jz short loc_54A
J
A J
5 sk_buff *
mov ri2d, [rsi+@ceh] ; rsi = sk_buf
add r12, [rsi+8Deh]
iph = r12 3 iphdr *
[A] Choose a structure for offset [m] short loc_54A
Operand representation Structure size A
[
[&] list_head. next+0C0h 00000010
[A] modversion, _info.cre+0C0h 00000040
[A] rheldata.rhel_major +0C0h 00000004
[A] module_kobject.kabj.name+0C0h 00000058
[A] kobject.name+0C0h 00000040
[A] kref.refcount.counter +0C0h 00000004
[A] atomic t.counter +0C0h 00000004 v
Line1of 11
[ ok ]| concdl || seach || hHep
J L
]
skb = rbx ; sk_buff *
[mov rl2d, [rsi+sk_buff.network_header] ; rsi = sk_buf|
add r12, [rsi+sk_buff.head]
iph = r12 ; iphdr *
jz short loc_54A
J 1
Y
eax, [iph+iphdr.protocol]
al, IPPROTO_TCP
loc_610
L L
| ]

rl3d,
rl3, 2
ri3d,

byte ptr [iph]
3ch

3 tcphdr *

[

mOVZIX
rol

cmp

jz

uPort = rax

eax, word ptr [tcph+8]

ax, 8

; unsigned
ax, 17ACh

loc_6F@

__int16

ax, 1B9Eh

loc_710

loc_720

ax, 7E4h
loc_6FC
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;cﬁ = ri.;c S tcpnar I
z S4A
I *
imovzx  eax, word ptr [tcph+8]
rol ax, 8
uPort = rax ; unsigned intl6
jz loc_6F@
1
L]
jnz loc_54A

mov eax, 1

mov eax, [skb+8Coh]

mov rdx, [skb+8Doh]

xor ecx, ecx

mov rdi, skb

movzx rl4d, byte ptr [rdx+rax]
mov word ptr [tcph+léh], @
mov edx, [skb+68h]

and riad, eFh

shl riad, 2

‘tcphoff = ri4 ; unsigned int
sub edx, rldd

mov esi, riad

mov edx, [skb+68h]

mov [skb+74h], eax

sub dx, rldw

movzx edx, dx

add edx, 6

shl edx, 8

add eax, [iph+1@h]

adc eax, [iph+&Ch]

adc eax, edx

adc eax, ©

mov edx, eax

xor ax. ax

hooknum, iph
ip_send_check

00.00% (304,827) (2105,25€) 0000070F 0000000000000€65F: rrootkit_net_local in+lSF (Synchronized with Hex View-1)

eax, byte ptr [tcph+8Dh]
eax, 1Fh

al, 2

short loc_6FC

eax, byte ptr [tcph+@Dh]
eax, 1Fh

al, 2

short loc_748

loc_6FC:
mov eax, 5 mov eax, 5
Jmp loc_54F jmp loc_54F

= 3 nMode
hooknum = rdi 3 unsigned int
in = rdx 3 const net_device *
out = rex ; const net_device *
ckfn = r8 3 int (*)(sk_buff *)
mov. edi, 1
mov eax, 5
Jmp loc_s4F
rrootkit_net_local_in endp
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rl3d, byte ptr [iph]

rl3, 2
rl3d, 3ch
ri3, iph
tcph = ri3 ; tcphdr *
jz loc_54A
|

[A] Choose a structure for offset O X

Operand representation Structure size

[A] sk_buff.next 000000ES

[&] nf_hook_ops.list.next 00000030

[A] list_head.next 00000010

@ modversion_info.crc 00000040

[A] rheldata.rhel_major 00000004

[A] module.state 00000230

A| module_kobject.kobj.name 00000058

[A] kobject.name 00000040

[é kref.refcount.counter 00000004

|A] atomic_t.counter 00000004

[A] ktime_t.tve4 00000008

[A] ktime_t 00000008

A 00000014

IPv4 header format

Offsets Octet 0 1 2 3
Octet Bit 0|1‘2‘3 4|5|6‘7 8‘9‘1D|11|12|13 14‘15 16‘17|18|19|20|21‘22‘23 24|25|26‘27‘28‘29‘30|31
0 0 DSCP ECN Total Length
4 32 Identification Flags | Fragment Offset
8 64 Time To Live | Protocol Header Checksum
12 926 Source IP Address
16 128 Destination IP Address
20 160
Options (if IHL > 5)
56 448

“The fields in the header are packed with the most significant byte first (big endian)”

ip and iphdr struct:

struct iphdr {
#if defined(__ LITTLE_ENDIAN_BITFIELD)
_ u8 ihl:4,
version:4;
#elif defined (_ BIG ENDIAN BITFIELD)
ud version:4,
ihl:4;

#else

#error "Please fix <asm/byteorder.h>"
#endif
u8 tos;

ulé tot_len;

_ule id;

ule frag_off;

u8  ttl;

_ u8 protocol;

ule check;

__u32 saddr;

_ u32 daddr;

/*The options start here. */

};
- 4 first bits = IHL [Internet Header Lengh]=number of fields in the IP header
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Internet Header Length (IHL)
The IPv4 header is variable in size due to the optional 14th field (options). The IHL field contains the size of the IPv4 header; it has 4 bits that specify the number of 32-bit words in the header. The minimum value for
this field is 5,°7] which indicates a length of 5 x 32 bits = 160 bits = 20 bytes. As a 4-bit field, the maximum value is 15; this means that the maximum size of the IPv4 header is 15 x 32 bits = 480 bits = 60 bytes.

skb = rbx ; sk buff *

add r12, [rsi+sk_buff.head]
iph = r12 5 iphdr *
jz short loc_54A

ri3d, byte ptr [iph]
rl3, 2

ri3, iph
[tcph = r13 ; tcphdr *
jz loc_54A

Il

v

all e =

jz loc_6FC

eax, byte ptr [tcph+@Dh]
eax, 1Fh

al, 2

short loc_74@

eax, byte ptr [tcph+8Dh]
eax, 1Fh

al, 2

short loc_6FC

2022-nbr 58
Cloud Snooper Malware Analysis Report



Incident Response Threat Analysis for MalwareDissection.com

[£] Choose enum s a x
Symbol name Value C
(] TCP_MAXSEG 00000002

] TCP_METRICS_ATTR_ADDR_IPV6 00000002

[£] TCP_METRICS_CMD_DEL 00000002

[i£] TCP_METRIC_SSTHRESH 00000002

(=] TCP_MIB_RTOMIN 00000002

Li] TCQ_MIN_PRIO_BANDS 00000002

liZ] TCQ_PLUG_RELEASE_INDEFINITE 00000002

[iz] TCsAFLUSH 00000002

] TC_ACT_SHOT 00000002 v

eax, byte ptr [tcph+@8Dh]
eax, 1Fh
al, 2

Line 1640 of 2467 short loc_6FC
I OK | Cancel Search Help

e I | e = =
If tcp packet with 6060 source port -> execute_user_command
If tcp packet with 7070 source port = update the dest tcp port as 2080

Calculator

= Programmer
| HEX 820

DEC 2,080

N
OCT 4040
BIN 1000 0010 0000
% QWORD Ms
D Bitwise v % Bit Shift
A « » CE |

If tcp packet with 9999 source port = -> execute_user_command
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Investigating the Kexec user app command

"PiE]

3 (Synchronized with Hex View-1)

2022-nbr
Cloud Snooper Malware Analysis Report

60



Incident Response Threat Analysis for MalwareDissection.com

mov
mov
lea
mov
mov
mov
mov
lea
mov.
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov

jz

[rbp+strPATH+26h], 69h ; 'i'
[rbp+envp], ret

ret, [rbptstrTerm]
rbp+strPATH+21h], 6Eh ; 'n’
rbp+strPATH+22h], @
rbp+envp+18h], @
rbp+envp+8], ret

ret, [rbp+strPATH]
rbp+strRm], 72h ; 'r’
rbp+strRm+1], 6Dh ; 'm’
rbp+strRm+2], 26h ; '
rbp+envp+16h], ret
rbp+strRm+3], 20h ; '-°
rbp+strRm+4], 72h ; 'r’

s

rbp+strRm+5], 66h ; 'f'
rbp+strRm+6], 20h ; * °
rbp+strRm+7], 20h ; * °
rbp+strRm+8], 25h ; ‘%’

rbp+strRm+9], 73h
rbp+strRm+Ah], ©
rbp+strkill], 6Bh ; 'k’
rbp+strkill+l], 69h ; i’
rbp+strkill+2], 6Ch ;
rbp+strkill+3], 6Ch ;
rbp+strkill+4], 61h ; ‘a’
rbp+strkill+5], 6Ch ;
rbp+strkill+6], 6Ch ;
rbp+strkill+7], 2eh ; * '
rbp+strkill+g8], 2eh ; * '
rbp+strkill+9], 2sh ; '%’
rbp+strkill+@Ah], 73h ; 's’
rbp+strkill+@sh], @

short loc_9F@

eax, eax

short loc_9A@

src
strfile become rsi

loc_Aee:

H ; format
nMode, [rbp+strkill]
strfile, offset PROC_NAME

3 ; rdi=strPara
rdi, [rbp+argv]

rdx, [rbp+envp]

rsi, [rbp+argv]

ecx, @Déh

call usermodehelper_setup ; setup of the shell process into userland from the kernel?

rbx, ret

eax, OFFFFFFF4h
rbx, rbx

short loc_982

i
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e =

; Attributes: bp-based frame
;3 int _ fastcall execute_user_command(int nMode)
public execute user_command
EXECUtE_USE[‘_COﬂIﬂal"Id pr‘Dc near
nMode = rdi ; int
push rbp
mov rbp, rsp
push rbx
sub rsp, 8
call mcount
mov rsi, qword ptr cs:malloc_sizes+8
mov edx, 20h ;
mowv ebx, edi
mowv edi, 26h ;
nMode = rbx ; int
call kmem_cache_alloc_trace
work = rax ; work struct *

jz short loc_4D2

loc_4D2:

lea rcx, [my work+8]

mov gword ptr [my_work], @

mov [my_work+18h], rdx ; rdx is put in my_work structure (in rdx, that can be WriteRunAppScheduleWork or KillAppScheduleWork)
mov rdi, my_work 3 work_structure * describes a job that gets executed by schedule_work

mov [my_work+8], rcx

mov [my_work+18h], rcx

call schedule_work

add rsp, 8

xor eax, eax

pop nMode

leave

retn

execute_user_command endp
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After investigating TCP branch (pink), we investigate UDP branch (orange):

mp  ax, 5399
jz_ loc 720

jnz  loc 544

7!

., WF_STOP
byte ptr [skb+7Ch], OF3n
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Y

)

FEEEEEEELEEE 2

Import udph structure and update the code.
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How the attacker is able to establish a connection with the snoopy client? Focus on the firewall evasion technique

;1ru.mu.-n..—n,—1m.nm-;!=mm: ; 2680 ‘

3!

550
|

BEREREREERARRRRYE
Fiop

A
1
L

B CES

i

skb47cn], 063

IEH
£y

Depending on the protocol is UDP or TCP, if the source port is provided by the user, the rootkit will update the dest port of the
packet and fix it = if the firewall is up on the machine, it doesn’t matter what the firewall rules are because the packet can come on
the port 60 as long as the source port is correct, then the rootkit will update the dest port after the firewall has inspected the
packet. This is a firewall evasion technique.
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rrootkit_net_local out

repeating the same steps for this function.

; Attributes: static bp-based frame

rrootkit_net_local_out proc near

var_28= gqword ptr -26h
var_18= qword ptr -18h
var_10= gqword ptr -16h
var_8= qword ptr -8

hooknum = rdi unsigned int

; unsigned int _ fastcall rrootkit_net_local_out(unsigned int hooknum, sk_buff *skb, const net_device *in, const net_device *out, int (*okfn)(sk_buff *))

H
skb = rsi ; sk_buff *
in = rdx ; const net_device *
out = rex ; const net_device *
okfn = r8 ; int (*)(sk_buff *)
push rbp
mov rbp, rsp
sub rsp, 20h
mov [rsp+2eh+var_20], rbx
mov [rsp+2@h+var_18], ri2
mov [rsp+2@h+var_16], ri3
mov [rsp+2eh+var_8], ri4
call mcount
test skb, skb
mov rbx, skb
jz short loc_2EA
1
] v
skb = rbx ; sk_buff *
mov ri2d, [rsi+sk_buff.network_header]
add r12, [rsitsk_buff.head]
iph = r12 ; iphdr *
jz short loc_2EA
J 1
=]
movzx eax, [iph+iphdr.protocol]
cmp al, IPPROTO_TCP
jz loc_3B@

rl3, 2

ri3d, 3ch

ri3, iph
tcph = r13 ; tcphdr *
jz loc_2EA

rl3d, byte ptr [iph]

] 1

L

dx, 8
uPort = rdx
cmp dx, 7870
jz short loc_3F1

edx, [tcph+tcphdr.dest]

; unsigned __intl6

L

il =

<mp dx, 2820
loc_3@8: mov eax, NF_STOP
movzx rl3d, byte ptr [iph] jz loc_2€EF
shl rl3, 2 T
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3 unsigned _ intl6

L

loc_3F1:
mov hooknum h

vy

L
cmp dx, 1e1e
jnz short loc_2EA I jnz. loc_2EA
| L__% ]

call ip send_check

mov eax, [skb+sk_buff.network_header]
mov rdx, [skb+sk_buff.head]

xor ecx, ecx

mov rdi, skb

movzx  rl4d, byte ptr [rdx+rax]

mov [teph+tcphdr.check], @

mov edx, [skb+sk_buff.len]

and rl4d, @Fh

shl rlad, 2

tcphoff = ria ; unsigned int
sub edx, rlad
mov esi, rlad

call skb_checksum

mov edx, [skb+sk_buff.len]
mov [skb+74h], eax

sub dx, rldw

movzx  edx, dx

add edx, &

shl edx, 8

add eax, [iph+iphdr.daddr]
adc eax, [iph+iphdr.saddr]
adc eax, edx

adc eax, @

adc eax, @FFFFh

not eax
shr eax, 18h
mov [teph+leh], ax
|
' YV VY
e =
loc_2EA:
mov eax, 1 eax, byte ptr [skb+7Ch]

eax, BFFFFFFF3h
eax, 4

[skb+7Ch], al

eax, 5

loc_2EF

rroatkit net lacal out endn

This function intercept outbound traffic, and depending on which protocol is detected, UDP, or TCP, it changes the source port as
80 or 53, as if it is webserver request, or dns request, in order to bypass the firewall.
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Explanation from SophosLab:

Explanation

To trigger the payload [ snoopy ) activation, an attacker would send the following packet:

- W - ds’cp::'4nCP laads(rectport'
X N‘;—'ltf"ter 0 = | sojaas % 6060
ook packets | Port:
drops/runs Sujdas
snoopy
(userm"de)]- port: 2080 Firewall

Next, the snoopy module would be accessed by the C2, using source port 7070 for TCP-based or 8080 for

UDP-based contral:

IPv4/TCP packet
\ | —¥ NF_STOP snd_floppy J. = 7 5
proxy | lateral ek Tl |03 7 wor0
™ packets g;;:‘u
rebuilds packet
snoopy

(usermode) _* %

port: 2080 Firewall

remote
shell

On the way back, the NF_INET_LocAL_ouT hook handler rebuilds the packet again, to make sure its source port
is restored back to the original port where the incoming packet was destined for. This way, the C2 traffic

transparently flows through the port(s) allowed by AWS SGs:

Firewall

1 % [ NF_STOP
snoopy srcport: /777 dst port: S';qd;ff!ippv
(usermode) 2080 7 1070 etfilter _..x
port: 2080 all T ouT hook
packets

lrebuilds packet port:
80/443
src port: 7 dst port:
80/443 4 7070 T

No other Netfilter hooks within the chain, such as iptables INPUT/QUTPUT rules, will process the packet if the

hook returns  NF_STOP . This appears to be the purpose of the TCP command 2020: to bypass other Netfilter

hooks.

https://news.sophos.com/en-us/2020/02/25/cloud-snooper-attack-bypasses-firewall-security-measures/
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